iﬂaaxtﬁaﬂqmﬁnwmmaww
va £ 55, o a £
wﬂwamawﬁ%mn% Antivirus a2 Malware 31uU2U 550 &0d

1. “ANNTUAZIIANG

| o 1 du a v
drewmaluladansaumanaznisdoansiTo) Wumhesnuniuinveuguanuiiumalulad

asaumAveEITnITuN1siunasouwiUsemalng iWelvszuunaufamesueanuisuin

Yasndy Faiianusdudeatinlddudndvsenuas Antivirus wag Malware

2. wguszasd

d Yo w a - ' a e e ¢ : di
L‘WEﬂﬂﬁ’mﬂ\‘i']umi‘uuwaLiauLLMQ“U’S:JL‘V]ﬂl%ﬂﬁa‘uﬁﬂﬁ‘ljBWLL’Ji Antivirus ag Malware W8

taatuliSassuuasuiimasvauie U

3. AuUAUUARLEUEIIAY

3.1
3.2
33
3.4.

3.5.

3.6.

3.7.

3.8.

3.9,

3.10.
3.11.

1MUANLNTAAUNYVIHNY

Liluynraduazany

ldegszriradnianis
LiuyanadeszninsgnsziunisBudeiaveniovhdyafumiesnuvesigli
Fansn iesnlugiiliiuinasinisyssfiunensufiRnuresduszneunis
mmmﬁwﬁ%’guum’%iwminszwswmmé’qﬁmuﬂmmﬁﬂiz AALHELNSTUSTUY
wSetuasaumMATeINIUUYTNA
hjLﬂuqﬂﬂaﬁ?}agﬂizq%alﬂuﬁfg%ﬁa%'aéﬁamuLLa::”Lc?TLLﬁaLﬁau%alﬁLﬂuéﬁdeu

= a

YoahenuvesglusruunistisasaumarasnsuUylinan GeswiailAyana
feruduiudugians nssumsidans guims gildnndlumsdndulufanis
vosiifypnatiue
ﬁqmauﬁaLLaslaiﬁé’ﬂwmsﬁaaﬁmmuﬁﬂmzﬂﬁumiﬂamUﬂﬂi%’ﬂ%@%’mﬁwLLa::
mMIvdmsnagasgivualuTsianyunm
Juymrasssunmiedifiyanagiednliinnudengnn
Lifudisslevdhmtutufuiaaueneduiddufereliutdninmunisty
wadouwisUszimealng (nwn) . Judszmieauesian wieliludnszvinissu
Humstarnuteiuedaussalunsiauesaaded
Liduglésuienansviomsduiu Feoruiesliventumalng Luudiguiavess
el danenansuaranuduiuduiny
fiutoiauadssamudouluszuuindedniumeisfedidnnsetlind (e-GP)
fiudolausiiauesalugUuuures “famssaud” sosinuaul ol
nsdiidennass muualifidriudiselasendadudfidrsaufman
Fonnasn axsesdinmstvuadadiuntii wazanuiuinveuluvinunu dwes
vf%‘a;gaﬂ'wmué’zquaaQ’Lsﬁ'ﬁ"mé’mé’nmnﬂdnéﬁﬁwﬁﬁwﬁunﬂim

/' (IR %Bw@

(nese seunge) (WnaeTITs la1ge) (Wgasn@ J1UAe)



3.12.

3.13.

nsdifdonnas fmualigidnsamdseladugidnsudmdniamsudiy
fodlianuesindmdnnoisndunanuediimsuiitudoiue

dwsutemnasy Aldldsmualifidrsmdseladudidrsudmdn fidrsa
FyneaziosianaiRasuiudeuluiidmunliluenasdyriu
futerauadeadugndn viodunusmire wiedldsuoyninlidmiiouas
usnslulszmalnefigndosmunguune dmiudvanssenins Antivirus uaz
Malware lulpsanis Tnsazdosnuuntdefudunsursie/misdooyginain
Ustinan ioanueranusyinszivealne
Qﬁu‘ﬁ'atﬂuaﬁmﬁﬁmﬁwﬁ vidaiusnwilasenns egtes 1 au fiaundeaviy
fuzenwa$ Antivirus way Malware lulasen1s wagredlaiu Certificated 910
rveandndat Tnsazsesuuudnuninssssvuvendming uiefivinwm
Tasans wieuusziRnsvinau wagdnunlu Certificated

4. AUANWULIANL

4.1.
4.2.

Juitaniinannelulszne

fadasdavaavsveniuas Antivirus uas Malware $1uau 550 A fienunsn

THusufussuuauosnnm.le Imaﬁ@mauﬁaasjwﬁaaé’aﬁ

4.2.1. 91y Software awsaldenliluszezina 1Y

4.2.2. @au15005293U Yesfunazudaioudvsunsionne q aanlusunsulaiis
Uszaen (Malware) Tneldinainegratiossail Signature Base ,Cloud base
wag Machine learning %38 Al

0.23. annsoRnsenFsuLASssnaufamesuatenie (Endpoint) Ididusgns
Yousail
- Window 7
- Window 8 %38 Windows 8.1
- Window 10

4.2.4. g1u150%1113992990 (Detect) n15laudAn1utoIlnInIeAIulasndy
(Exploit) wuu Zero-day 1o

4.2.5. annsnds scan mmhmm‘?iﬁmum (on-demand scan) uaznizd scan
ansasfan1sldauves CPU vauadasgnineilléluns scan uielaili
ﬂ’ix‘VI‘UﬁUUi:ﬁﬁVl%ﬂ’liﬁN’]U‘U@dLﬂéaﬂauﬂ‘ijﬂﬂlﬁ

4.26. sesfumsdslwdiiviosasdonniadesnenfiunesgnitglunsiaaeulvdedas
avldauuszuuUUAnisiatiouads (Sandbox Appliance) lalusuian

.......... / QDN oésmé

.................................................. Qe

(nefdse seUnee) (WameTI lalge) (Wgasell @28ne)



4.2.7. @1u150uanIN15LaNf (attack) luguuuures Story w3e Chain ld lny
gunsauanssandavasnshauiielifguassunhaudilaiunis
@nmml,amauauaqlﬁﬁu%u

4.2.8. aunsadhstaeriaRaiianun Wioanusasey Partiion veEnsafani
faansinswale wavilszuutesiu Master Boot Record (MBR)

4.2.9. @awnsamuaunsidugunsalianas (Device Control) LWy Removable
drive uaz USB Drives wiouiaaninsnnsaaaeudeya sensitive data tite
ﬁaaﬁu%agaﬁwﬁzylﬂﬁ%"ﬂualﬁ

4.2.10.8ssuumalulad Desktop Firewall fannsavfusaulous Rule) Iy
wUsiuLed (Adaptive mode)

0.2.11.58UUd0samn5ans 9T uLAT el I AR Agent Tiiioure Network
meluasnsld vidalauessuuBuiuiuiiolsessunudermunls

4.2.12 5 wemdndusazdosdiivinnisegnadunmanisiulszmelne

4.3. fliidrsesgua vrgedne wasuiluszuudesiu Antivirus wag Malware s18az18en
aeatioesanaluil

4.3.1. n399@aULaL Update Version 984 Signature TUsinsy Antivirus aeeias
Fouay 1 a%a (3 Tnefdniedesannsaldssuuliidudng

032 ns19dpuLALIANSAvANS License Idanugnisldauldedasaiilos
warannsaldauladuszdnsnmaasnszesiiane

4.3.3. pony1euasUalalv nwn. udasiiiou swazdenetaiiosuwisluil
- sweumsanadulifavuaiesnsufinnesuiing anszuudesiu

2% AeuRialmesnsIanugedn 10 Susiu (Top 10 Virus Name :
Server OS)

. swnueesreufameduitiedinulifa anszuudesiulidad
ADUNINBINTIV WUGEA 10 dustu (Top 10 Server Name)

- swaunsenadulfavuedesrsufiames Client ansyuuteadu
125ad Aeufininesnsianugedn 10 Susu (Top 10 Virus Name :
Client OS)

. swnueisneuiiamed Client inulasa anszuulesdulayad
ADNRIADSATIY WUFIAR 10 Sudu (Top 10 Computer Name)

- F1897U WAANNTT update VB Signature UBN Antivirus ‘Uadm%;adgﬂ
SRt

(g5 sruneAd) (WnamenTI 1aide) (Wwasal @rns)



- SIENULEASENIUZNITANAD iwdmﬁmLLu"zhsJLLasqnﬁw (Last
Communication) IWU‘\T’]LLUﬂLﬂ%‘IB\‘]QﬂﬂJ”IHﬁ Lilginnshndefuiasea
eLAunI 7
43.4. andlunisasrvdeunareansieuaniuaudisesneiiatesiu
(Preventive Maintenance: PM) ﬁamé?assuu'%mﬁmms@uéﬂmaLwias
\dou Tnueghatioadowinisnsaadeu el
- Memory Usage
- CPU Usage
- Disk Space Usage
- System Log
- Error Warning
- Performance Report
- Remaining Task
135, TidU3nen wuz Fues Suudalyvnazudlotayn uwuu 8xs nasa
STYELIAEYYN
4.3.6. USuU§a Software nan suiesdUsznavvessyuubiviuaiadutagiu
vde mudeddd nwn. vualulasing Wy Window update Tngvn
MsRa1saNUSuUR Software fdedrinsunindnm vielnansenuvinli
Aidnaldanunsaldszuuliiduung Iﬁﬁ%’ué’wﬁwmi%Lmiwa:ﬁLﬁamﬂu
anudnualdnesiu nwn. eRasanuuimessly
4.3.7. ayldoyausz@niameesssuuau laevihnsiessidewuilivesdym
LLaxLmemﬁLu’ﬂmﬂmumﬁLﬁm‘ﬁvuw%auﬁu’ﬁmﬁwswmuuwﬁﬂLmeaLﬁa
Hoafutlagvlindu
4.38. fliwniinihiiaduayy uazduiunsauaz/vioanton ad nw,
TGN Imaswmuwammgﬂuwﬁ AN AUUA
5. szyziaaiaiunisg
ssgvm 12 o dudnnuiididrlduneuuazamadoulinuananivenuas Antivirus
WAz Malware QNABIATUNIY
6. 1EUlUN1TIAM
2ausudszana 1y 550,000 v (uauriuiiuumdau) smmﬁ:&a@i%ﬁm 7% Wan
7. MIEUBUIIULAZNITINYIRY
Anamunistunateuursusamelng asulasnetuangavanssenias Antivirus uaz

Malwaretusnuiu 2 99 swazidendail

= a Y a \ ! L3
(Wedse seues) (UNEeTIsI 11d0) (Wwasnal anne)



nad 1 el 30 Yu dudaanniuasuuludygn Wnaedesay 70 vaesiAdyy) Maen
AMENTIUNSATIVIURER Tdnsrasunaunuisuiosud lnelineasidon dail

- glideweudvdnseenuas Antivirus uay Malware NIoULBNANSSIBALLREA U

<
a a

ayIRATANS Software License nude 4.1. uazldunAmMANwMzIANE

Naf 2 A3y 12 weou Juanfuidiiiamedeuldanuduinsseiag Antivirus uay Malware
gnesensuiu Wndeferar 30 U8aIMdyYQT MAWINANENTIINIIATIATUNES lanTafuueuay

Buusesuan lneilsieazidun A9l

- glihdweunansanlunuaute 4.2 TUasBaRNANYNIANTY
8. dms1AUTU
nsditliannsaufiRnuliasameluszosnaiidmue nmazdaddfuduseiuludas
Yoway 0.10 (qudqanilsgud) vessadssiidelilifuney Fudaudiudnainfunsuimunay
Synraudsunglidlidaeugniaansuiu
9. nannuTInITWIsUIAALEaNYBLEUR
\NEU9ITIAY
10. wdngumssudetaua
fiutoiaueszdenauaienasvingubuimdouiunisiudewaus Tasusnesnlu 2 dwde
10.1. dhudl 1 edhatlessesiionanssreluil
(1) Tunsdlfdutoaueiduifyaea
(n) Feriuduansydovhaiududfn Wdudwumilideiusesmsen

nziloudifiyana Jaydsetorudiuddans giis1naniuan (1) wiouvisiusesdiuignaes

o w

() vSEmdrdauseusvnuvivudnie ouduniidesusesnisan
nzilouiifiyana vilsdeusauvaud Jyisnedenssunsginnis gidmnvmunu @i wasdnd
evertenuseluy @) nSeuradusesdiuignaes

al

2) TunsdifBudaiaualuynnasssunmionnsyananilldiiyana Tidu

A
duntasuszinfdszvuvesdiu duundennasiuansdanisiduduiudiu @) duundas

Ussidusvansuvesdiiuiudou vsediumildaiumwesduiudwnilatodyuialne wiouy
vasusesduungnaes
v v 2 wd v ' ) 2 v 1% val o
(3) Tunsdfdudaauadugiudeauesiuiulugruzidugiua Tiduduun
Fryayveansidnsain wastonansmuiszylilu (1) vide (2) veusmAn uauansdl
(@) dunlunsdouniByasiiia wisususesdiungnees (0l
(5) YyTlonansaruil 1 ianuadilatuniauiumstudoiaue

1 A (3 v 2/ IS L J :’l}
10.2. #3UN 2 E]EJ'NUE]EJG]ENJJL@ﬂﬁ’]iﬂW]@VLUu

(nefdse szuees) (WEMeTI laLee) (Wgas1ell @rns)



(1) wisdeueugunadslnonsuanuinunguunelunsdiggutoausney
sunaldyaraduasuiluluauesiauny

(2) wilsdouousunvdalnonsuanudnungunelunsdingiudeauouoy
Sunlvypradubutaiausuny

(3) wuunamimMsameileuluszuy e-GP

(@) wananden

(5) LNESUIBULTIBUAINSIBAZIBEARMAN BUTIANIE LABTEYNUNELATY

a

o019l aaY MnilsvazdunlaNuANAN9INY A NUAILADIBSUNE WS DUNUUSBUNEUTBA-

v = v v s
Joidulmdnlataiau
91904970, TaMNUANABINTS
(Mus1swazden | (MNs1esIeasidun YaMNUANULEUD GGURT
ANANYZIANIY) ANANYMEIANE)

(6) drnulutunzidouduszneunisiamiavuianaauazvuingey (SMEs)
59 dLuvladasuIesduA1 Made in Thailand (013)
(7) dnumiladedudunisusny/milsdesyyInanUITMEREn Mieau1Ues

nanUszanUszmelng

eXe

° @ 1 v o A o e v 1)
(8) duurdnsuszriruroddnini wenusnulasinsiieIvy wie
UszIRn1svinanu wazdnunlu Certificated
v o ' o tv) v val 1 @ A v
(9) UnyTionansdaui 2 nauanlasundeudunistutetaus

11. nmsvindaysyn

o

v
v o w =]

Husazsenihdyydeviensevindennantunisdadudinaunielu 15 Tu duiaain
TudlaSuuds wazazdorawmdnuseiudyyniusiviuduvinduiosas 5 vessaiAdswes T
drinaudatelilususvihdyalaslindnuseiustamisegnila duwaluil

11.1. Quan

I3 = e < @ = o < - ¢ o dddg v o Iz

11.2. [ansensuvinsuAsiBudsdneg Jududaionsiuiasiunnliiansans vy
Frszaomtniluiuihdygn viensuiutulitiu 3 Juvims

11.3. wilademusyiuvessuimsnelulseivg musmisg winuenssunsulauieniun

=y < v 8 v a g a ¢ ad S| v A °
%5@Q3Lﬂuﬂu<1ﬁaﬁ1ﬂ33ﬂuaLaﬂ"l/'liauﬂaﬂ']ll:]ﬁﬂ'ﬁﬂﬂil]‘UQJfUﬂa'Nﬂ'TWL!(ﬂ

(Wedse szueas) (WN9E119525504  1aLDa) (WeasTAl a2auan)



a

11.4. wikdorussiuvesuisnidunu vieuTidunmanninddlisuougmlivseney
ﬁfomsﬁunﬁﬁamawwzﬁméuazﬂizﬂauqﬁﬁaéﬂﬂizﬁummlssmﬂmaqsmmmﬁaﬂssmﬂlm A
eTeuiiniuyuiisuiasuisssmealneudadouliinsu Imaaqiamlﬂ%muéffsasjwwﬁ'ﬁaﬁﬂ
Ussfuveasuimsfinuznssuntsulouisivun

11.5. WusUnssguralne

wdnuseiuiaeiuliaglifinenidonielu 15 Yu Fudaniuidueiuandeyniua
VeI

12. Yannavinulameteya

Uoya Lanans visodynniRetesiulasansiivanund nwn. Sanilv wIBgsuIANTUNT

wazdanli nvw. feluanudu wasluautfves nwm. lnegiuinsadlilamedeyanazuanis
anfiumsliundle sniuudezladueyginann nwn. Wuarednualdnes vingfudsazilinlaeiing
Ulmsuns wazslawmelaglbilasuoygin nwn. fianSiledosiunandemeunazdniunisaiy
nguanela

13. yigaugiuiinvaulasainis
fhomalulafansaumenaznisdeans drifnaunstunadeuwissznelng
Wil 333/105 e PNSUENANAITT AUUFIUIINGS 6 LYNARIAVILIY LUAVENE Ny 10210
Inséwii 02 568 8809 Biua itd_nc@caat.or.th

ARG IS / .......................... Us¥51uUNsTuNIg

DV cxsvsansvmmmsmsmithnss s vimon s oFs sAFEaEs s EwRSSTE S N33UNT

A47D %'GWE ASUNS

(WBEsAl AINUAR)



