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funisldteyansedunindansaumavesdtinaunuansuasniinanusuinveu

4.2 TAsea51919a1uAusuAIlannnBaIRsUa1NeIU (Organization of Information

Security)

[y 6
WaUTTaEIA
ANNUIEEIA

W OAINUALATIAS IS UNUIN NUT WAZAUSUNATIUA1UAINN UAIUADAN 8@NSAULNAYD

ddnaulidenudaau swddviinsmivguanasUseaunuilvingay Weatduayunisaniuey

ANUULEUIENITINYIANNIUAIUAD AN UAURTAULNA

UlEU18MAEIUINIU IR

4.2.1 M3dnlaseasnanigluesAns (Interal Organization)

4.2.1.

4.2.1.

1 wwulyune
AUINNUABIMUUAUNUIN NN LazALSURATDUATUANUITIUAIUABAA DA TAUNA
TmngauiudnwaensuuRnu 6wt uazaudesineites

2 WU UR
4.2.1.2.1 MSMAUAUNUINLAEATNNALSURAYEUIUAIUNNTI N IAINULUAY
Uaaadunualsaume (Information Security Roles and Responsibilities)
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fenensdesfiugualitinmsimuaunum wihi uazausuiiavey
srunnasiuasasndvasaunaremitisnukazgTinetoseg1staiay
4.2.1.2.2 nsuusuenuiinfianuduiineu (Segrecation of Duties)
FanmsedesimunneazsdsantiniianusuiaveulumsufuRaususig
fiRgtesiunsinuausiunasafoansaumalumsnuvesnuegng
Farau elitimsaoumusyninafuld
4.2.1.3 §Suiaveu
4.2.1.3.1 §818M3
4.2.1.3.2 §annseey

4.2.2 Wlgviegnmsmuanaunsalussuanawarn1suuRieuainateuen (Computing Device and
Teleworking Policy)
4.2.2.1 wuleuy
iiednwanuiiunsasnfudmivgunsniuszanananagnisufuRauainaieuen
dinau
4.2.2.2 4uINUHUR
4.2.2.2.1 gunsaiuszinanauazgUnsaliadeuil (Computing Device and Mobile Device)
LWaLUummmﬂumimmummwmmimmmmmmumﬂmmaﬂmm

A va v X

Ui”ﬂJ’JaNaLLa”/ﬁi’e}@UﬂimLﬂa ’EJUV]‘U@Q&’WFN’TU UAZUDIAIUM @@QUQUW@QU

) mﬂsi’fmuﬁﬂﬂua“msmLLa%’ﬂm

® guUnsalUse mamaum/maaﬂmmma oui vesdinauieily
aunindvasdinaulnglfifionsiiiunuvesdninguiiiy

® nsAu niodsdougUnsalUszananauaz/viegunsaliad sud
yosdinanlaudeyasgrsUaends musziuauduvesioyaiied
Tugunsaity

o sl ld nuvhaswdesuudaudly Configuration %3 odudszneu
yosgunsaluszinanauaz/s ogunsalind oufivesdiinamilaglailésy
UG

o L1199 UnsaiUszananauaz/viegunsaliad eud vesdtney
Aninguszasd uagvdnidesnisldgunsaisvananauay/viegunsal
wndouiluannzmndeniifinansenusogunsal

o ynfianudndudeddiugunsaiuszanananay/v3egunsalind ou
dudurlidoudainiodienieluvesdiinmu sufadifssuunu
meludedlasumseygrnangd vt yuuasdenigunsaldusa
W doutudninny uasdesfifmudunoumsldnuiidnina
My
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) ANulasndennIunIenInvesgunsalussulananazaunsaliasy
Yoad1nITY
o fosinifivluiivaonds linsiislfluiidesionisgyme
o ¥ vt suiaveulunisteatunisgyme lunsdigunsal
Uszadanagymeniadenie fldnudaudsdisuimsnalulad
Avva Lagvium
o yng ldunuaninannsiiul Ui uaeundidesdsgunsal
UssananauargUnsalaiuimuadiasldyumisidiina
A) NMSUTMTIANTTTeYA
foyavesdninnuiiiduauduigninfiulilugunsaissaanauas/
yiegunsniiad oufinsvesdiineu wagvosdud desuimsdanis
musziuiunuduresteyandianiendn
1) MIVIMITINNTIERHU (Password)
o sldumaslf i uulouienisusnisaanissianiu (Password
Management Policy) dmsugunsalussuiana
o {ldausiaanaan Password ffusiaiionduldenn aruenegistion
8 fav vieldismstudumauneuldeuiaiesfiania 1w PIN,
Fingerprint ¥38 Face Scan tJuu
q) maiudeyad1ses (Backup Data)

HldnusesUjiRnuuleuienisérsesteya (Backup Policy)

2) mstasfuendnifilifisszasd (Malware)

o heusmamaluladfdvia fwiisuRaveulunishasiiusunsudosiu
1¥a (Antivirus) TsfAUg Unsaluszananauas/v3 egunsniind oufives
dninau

o gunsaidhusemnauididsruuvieasaumavesditnaugos
fanpsmstleafuawasimngay

o viug lduvinnisla enidn nsevinisie 9 flen9dmanaszuy
nstlestuladaniessuudestuianasdula dadsoyuugunsal
UszmaNaLLag/‘vﬁaqﬂﬂiaim?iauﬁﬁumﬁﬂﬁmm

e ynnudluswnsudesiuhifalugunsalussuiananaz/v3egunsal
\deudl auRanan wislivinnu vieasduingunsaluszainana
waz/v3o9Unsallad euil vesd1yniny Andauds nienuteya
foana Jldeudesginadoudeiniondifuszuuinietis uay
uwdseheusmamalulagfaviaium

° é\’aqmnaawwh%’amﬂﬁaﬁuﬁm%’auﬂaﬁm 5 loun External Harddisk,
Flash Drive fiautunlgau
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® Faansraaaulndfiuuunidu E-mail n3elWdd Download 11910
duwmesiils melusinsussiasubhsansuldu

o liinseunses wienauilusunsulaya nielusunsufineniu wie
TUsunsufidenasoseuvvasdinaunseesdnsdu q Inelildsu
AU

o Liifinds wioldeulusunsufindy neldldyueugalugunsal
Uszananauay/viegUnsniindeuiivesdninnu wagldfedemieold
slusunsuigudsstunisnssyindangmuineg wazazifindvans
TugUnsalusvananauay/viegunsalindeudidiu

4.2.2.2.2 myujuRnuanaeuendtingu (Teleworking)

f)

)

)

nsmuANNsEnRssUfsRnuasuendtinany Tunsdidlduing
A1sueon (Third Party) 1119 Remote Desktop v% 4 ERP, Support Wie
U UAnut s drevimanalulad ddsia desufd@auulouns
PsiunsUaens By uUmsaUmAR U LTS fudldusnisaeuen
(Information Security in Third Party Relationship Policy) I@EJM‘UQ Ukag
nRaouNslinu viemsdhissyuunudvsilaiuediuatandn
nsideusieainaeuendtinay szdosdimsdudunisdldiuniseysd
waziTeusiarUTEUU Virtual Private Network (VPN) fidnsinarudnunli
Wity

anslumsldaiu Remote Access tlaUfiRnutasdudnsidninau
wlhiamzgldau gliuinmsmeuenidunstaassiadu Tiawnse
anglauiula

LYY 1

AlduazaesesylRangdsdutyineudunldenu Remote Access

U o
4 v

Wag sguvatsauna | 19ulviesszyIngussasd 35n15i08e
wazveutgveInndfisfinidn uazasdeaiinmseyidliduseads
windurisszeznadiaudusnsduazanudniu

ddnnuddnsisensesAndenigangldeu vIegiusnisaieuen
wnszvuANinesvesdinmulasuaudenie wu nsinlasa
Aoufiames lavTeuszumiduide viseliiianuiaudiuigy nsei
U309ALTUNINTEMLRY 9InN151991U Remote Access Tun1sufjufau

4IRS

4.2.2.3 §¥uRnvaU

4.2.2.3.1 §annsehey

4.2.2.3.2 wiinaurheusmsnalulagfidnia
4.2.2.3.3 flga

4.2.2.3.4 glusn1saieuen
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4.3 anulunsUaanneingIvasiuningInsyana (Human Resource Security Policy)

Tnguszasd

wioliddinnuinszuiunislunisdadenyrains AnousuuazeuaunsufoAnuresyaaing
Tudninnueghaminzaunasnszoznainisinsnunazii sl lad i miusuiaveuvesny
Tumssnwanuiunsasafevesdeyauarszuumaluladansaumavesdinny

WUlEUIE AR UUINIIU TR
4.3.1 NoUN13INY

4.3.1.1 dinaudesinuantiifianusuinseuisrtuainuiiuasuasasoduaisaune
TunuauiRvesyaansmuvihinuildFuueumneg
4.3.1.2 dneuSvnsyuayed FessiaaeunuasTRvesaiasunaudeuiiazussiduyaanng
Yesdtinay whedinmmynaaulsyiRomn s viedy 4 mudeuleilifiendas
4.3.1.3 n1simuad owlun1531997% (Terms and Conditions of Employment) H18u3113
nusyed dearmuadeulunisineu Asufamihiinuiuiaveu suaiusiuag
Uaaasvansaumnavasdinauy
4.3.1.5 dousmsnunywd deandsudeyadiifoitestu ulsviganuiunsiasnd
suansaumevesdinau weldminauuazlfouidhunlndlddnvinazas
Funsu imﬁqaau%’ué@mﬂuﬂWiﬂﬁﬁ’amuu‘lamammﬁ"umﬂaamﬁaé’mmsaumﬁ
Tuduiieadestusmunmifienusuiisveumuuleviemaiy
4.3.1.6 Wielsin15usmMITans User ID 1iulusgrsgndesuazifudiagiuiian dreuims
yuanud Fesnddlmbenuiisuiaveunsuiuiidedmasidunmssselud
4.3.1.6.1 NM159197199U
4.3.1.6.2 MaUABuLUaIEn N5
4.3.1.6.3 m3maam/ﬁaﬂﬁiguqmﬂmﬁuqﬂmmmaqﬁwﬁfﬂmu
4.3.1.6.4 N13lOUEIBNUIENUY
4.3.1.6.5 mainanu nMsadnensite vieseiunsufoavehi
4.3.1.7 AMENTINNT HOMWIBNT 5035 81038N1T JHInN1sHe wilnaw wazgnindluinnau
ﬁﬂgjﬁamﬂuﬁﬂﬁmm ﬁmaqum%’umwLLazﬁusJamJgjﬁammé’@zyﬂmi%’ﬂm%yjaﬁu“]u
AuduYesdinu waglonansdu 4 Metes neusynwlkisunurieidfauay
Tdmoyaansaumavesdtinauy

4.3.2 S¥INAITINNIU
4.3.2.1 MslinnuiuazniseusuauauiuaUasnielilildmiif (Information Security
Education and Training)

v Y v

43211 Hgusnsmaluladfanas o9 a b N1SAS19ANUASEALNAIUNITI NEN

Auiunlaendeveteyatarsruumalulagasaumannyldaueg 19
AIRIGED)
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43212 winaulndvesdidneu dedldsuniseusuisatuuleuioninusuns
Uasndeduasauna lnedadudruniawesanisguidina wazdes
nstuiinnseususaziuTausinbilussuy

43213 dipusmsmeluladfidwa desdslimsui sasuulouisaiiusiung
Uaenfoduansaume wazn1siuasundasitinduniaduainustung
UaanA8 sz uUaSaUNATDIE1TNIIU

4.3.22 nszUIUNIITIeioading (Disciplinary Process)
dinaudalviiesmsdndumsiu i und eazfiaulouisanuiunsaonfe

Fruansaumevasdineuidumuiamatomeldsadeu detwureshtnmu

4.3.3 MaAsusumivion1siuganisinenu
4.33.1 dhevivamaluladidna desddunsivdsuulas/ifinaou/endn/ssiuansvos
FldsuiiieiunsldauszvuasaumeaiieliaenadesiunsidsunUasaniuy
Y9IN1TI1319
4332 oA ugan1sdsauniewd sudnuuznisdnenu glduasdesduduning
SuRatostunsufoantiivesmuiiduvesdninem loun gunsalszuvasauma
Joyauardiurvestoya naud Unsuszdndd dnsiudn-een vam

4.3.4 g¥uRnveu
4.3.0.1 e uIMSUNYEY
4.3.4.2 fheusmsmalulagadva
4.3.4.3 Jlgau

4.4 NSUSHISAANITAUNSNE (Asset Management)

Tnguszasd
. .
Welviinsseydunsndvesdrdnaunasivuandiianusvanveulunisundesduning
NdeANAIU Yaelnd Junin nsgnalue wazdiaiuanudemenenanafuegrauvangay

UlgU18MAEIUINIU IR

4.4.1 UlguIwNITUIMITIANISAUNITNG (Asset Management Policy)
4.4.1.1 winulpuie
Wioliinsszydundndvesdrinaunazimuaminiinuiuiiaveulunisunt os
Aunsndognunungau

4.4.1.2 wuINUUR
4.4.1.2.1 wihfinnusuRaveuseduning (Responsibility for Assets)
n) ﬂaaaﬁ”@%'yaLLazﬁ’amzﬁaqﬁflﬂ’ﬁg%ﬁuwﬁ'ﬂNéa"ﬁﬂ’ﬂmu Fasufefeyd
asdusineufinged i oldlunisiimunyad1duning laosey
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Jiiudrvesdunsndunazadaniud mnunld wazdosdnleid
nsmseseuTaundnusreznaniimvunegaoeday 1 ads

v) Tunsdiifinsldeondursilfifiensindunuresdrdnamudslid
Ardvdns windieladnisldou WWdredurimgiteunislda
17 dsuazlidsdiuidananliiisuinisimaluladada
Tunisdnnsdeyaiieusylenilumsiumannuuazdisiatesing
flonatinansznudenusiunsUasadelussuvansaume

A gunsalmauiatnes gunsalinTeviey geWdwis niessuueu
Aeufiameiidinauanlday desivunlififSuinveudai
U@ s19n15v09gUnsal wonduas wIeszuviIuneuRLADTALYN
Wl

Q) Mstudunsndaesldaunigainuszlngeds U1395nY0
Twangaudunsidau audseniadidnau

9) Lﬁaéuqmmiﬁ’hwm nUAF YN m%aéuqm%’amﬂm niina1Y gning
wioniisauneuenilddunsndvesdrinaudesdudunindves
dtinauianuaiinuiesdonsedlinsudau mufenisdisuuayidin
now/snian/sfuansvesdldnudifsfunsldaussuvasaume

2) Muualiin1sinniukaziarsanavteyadingy Yayadiuynna
Afnsdafviilussuvansauma gunsal u3edetuiindeyaln 9
feFsnsiisiunsasn fonuszeznainisiaiudeyaiinmun vie
Solifinrududuseddrudndolundouisdafutuiinnisavdoya
ﬁ?uﬁt:flu%ﬁﬂgm (Information deletion)

%) mvualiduinsnisaruaudi edesdudeyaslua dwmsussuy
13818 wargUnsalildlunisuszunana daiv Lazsudetoya
d1Agy (Data leakage prevention)

4.4.1.3 nMsIansaUNSWIasaune (Handling)

4.4.1.4 gSuiaveu
4.4.1.4.1 §AnnseedyTuarn1snu (nesdnTouazian)
4.4.1.4.2 fhauimanaluladadvia
4.4.1.4.3 Jlga

N153ANSAUNS NI A saUNA (Handling) AT nN LLﬁ”UgUG]Gﬁ@J‘UUGI@‘L&IUﬂﬁ
ﬂgummsamvmwummau miikummau WAZNNTINNTAUTEUUATHUNA

4.4.2 Ulguen15InTUANNaUTDIENIAUWNA (Information Classification Policy)
4.4.2.1 wuulaune

= v Yo d' 1% o o o
Wi aliansaumnalasunisunteosd inuizan 1ngaonaa 99nuAUEIA Y93
asauUWmALY 9 Nisodlneu
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4.4.2.2 wuINUHUA

4.4.2.2.1 FuANNAUVBIE1SAUWe (Classification of Information)

n)

)

)

3)

)

nM3dnsERutuauduRpsiansandetofuuaniadungusng
AnAY sEAUANLERTY uazsERuAmsoulmieestuilliidoya
gnidatnens ol suudaslagluldsueygyin laglwujua
ashqL‘vmﬂvaummwﬁusﬁgummé’maﬁam
fannadedesimundszianvesdeya seauaudify diiy
Fumnuduresdoya auis sefufunndtds uazdoamenisidnds
\Huanednualdnusuaziimsdoanslifiifstesiunsu

WWINNsLUsUsEIAMYesdeya

® JoyamIaUmMAATUNTUIINSG laln Yeyauleuny Teyagvnsmmans
wazAUTes Jayaymains uasdeyasulszanaunisiunas Uayd

o JayaasaumaiiunsiuInis loun JeyauIniseng

® JoyamsaunAmuUNTTuig 9
LUINNITIALUITEAUTUNITHUD

® fquiian

e

® {ulIN

[y

® iy

® Joyainnn

o Jayavninis wiseenilu 2 Ussim laun Jeyaldnielu wasdeya
GALAPGIT

Sautaseutunsidnds

o madifswarnslinudeyausarszduduaudud ssaonadas
futumeulumsuftAnisdassiutuaudy maazu%’jummé’u
WAZNNSINN SN UTEUURNSHUYE

o MuualidnmsinsanunsnsUadsdoya (Data Masking) w5y
Ty adAynTeveyadiuynna denadaaiuuleuien1smIvAL
nsiia udesnIMagsia ngvne wagngsedeuiifvades
shemsiied ssvsnevs sunuii veyaufi elailiiansnsadaiedoya
AnLvaIyArala

4.4.2.2.2 M3UsTaNsauna (Labeling of Information)
Aeln1sTAiINIsUTansawne dn15deans uazdURnunaennaes
Autunounsuuanddnanuivualivaslimnzauiutuaiugu

d‘ L] v
Avual)

4.4.2.3 guiaveu

4.4.2.3.1 §annseey
4.4.2.3.2 fhausmsmalulagfnava
4.4.2.3.3 Jlga
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4.4.3 uIEJmEJmi%’mms?iaﬁisﬂumsﬁ’uﬁﬂ%’aga (Media Handling Policy)
4.4.3.1 uulyuy
Wiotlastunsdame nsidsuwdatdly msaunsensvhanedunsndansaume
Tnelailasuanae

4.4.3.2 WWINsUfUR
4.4.3.2.1 Mvimsiamsdetuiintoyafianunsaindeudield (Management of
Removable Media)
n) deyafifituarmdy Fesdmualifimahmodeliinsldnuug
v) lunsdifidetufindeyatuldidgninanldeund nouflazidioonly
Mndiney deshlaideyatiegludesinanliamnsadaunduanly
nulasn
f) Aotuiindeyaianunasdosgniaifvegiaasnds agluanin
wndeuiiliifusuniesedotuiinteya
3) Iuﬂ15€1’mLﬁu?{aﬁ’uﬁﬂ%aaﬂaﬁﬁﬁm Fosfinistdestunisialnanse
\Unwnevoya
9) vulilvhdetuiindeyafianunsaindeuieldlldiiiedanisdy
FslsiRerfuasiavesdrinny
4.4.3.2.2 mwvhanedetiufindeya (Disposal of Media)
msvhanedetuiindeyadilisiaudndudesldanm dosililiamise
nAudeyadundvanldladn wagliiinsdairduiinnisvinany
pghanzaumutuneunhaedetuiindeya
4.4.3.2.3 mgumauﬂﬁﬁﬁa"mﬁ’umm”@mimsauMﬂ (Information Handling
Procedures)
i oteatunisiddslaglildFuougenionisldauining Ussasd
fldudos fuiRnutuneulumsfifnisdaseiuduaudu nssey
Fuamudu wagnmsdansfuszuuansaume
4.4.3.2.4 n1sas1sanuiunslasnfedmSuenasssuvasawna (Security of
System Documentation)
n) dnuessiunsasnde nussfudunuduresdeya
1) fnsfvuayaeaidaniididuenarssruvarsaumalidosiiae
yaudulumunleuensinduaruduresansauina (Information
Classification Policy)
a) lidafiuenassyuvansaumaifanuddaliluedetieasisos
yndndudeddanuniovisasisay axdesdiszuumstosiud
Wgay
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4.4.3.2.5 M3dsdetiufindeyasenlunisusndiinu (Physical Media Transfer)
nsindunazgluuudesiisimnuvasadeduddy uavaenades
puduneulunmsuiUinsdnssduduaudu msszyduanudu uas
NSIANTUTLUUATAUNA

4.4.3.3 gSuRaveu

4.4.3.3.1 [9UD9TE UL
4.4.3.3.2 shausmsinalulagnana
4.4.3.3.3 gauaseuuy

4.4.3.3.4 Jlgau

4.5 A15AUANNITUNDS (Access Control)

TwaUsyaan
ngUsyasa

WerhvusLmsnisaivanyaraililieugmdfsssuumeluladansaumnauagn1sdeasveadnns

[ ! =) ! d o o | =2 s o v =)
wardasiumsunsnuusEuUeS 09 1891n UNTN NtUsUNIUYRMmAlifsUssasd Magasennudeny
wndeya MsemsinuresszuumealulagasaumaLaynsdoansiveavedn wagyihlvianunsansiaaey
Anuiigauiyaraidildnussuumaluladansaumnauayn1sdeansvasesdnsiaeggnies

WULEU18UAEUUINIU TR

4.5.1 msmuAuNMIfwaynsitnusEUUasauma (nformation System Access Control Policy)

4.5.1.1 Buulgune

Wielgsuinveunazdiiddrnuiedostunsuitienu sunsw s wazmseninds
ANdIAYIDINITAIVANNISNT sl oy auar st aussuvatsaumaliduniy
ulsuremsinwasiunsUasadsansaumatazaimisau fURMLUUINGTA nua
oganssasn deasdummildumsuntesdeyauazansaumeaninnsdiddaedy
Lilasuanan

4.5.1.2 WU ua

Aannstheumamaluladndvia vsedniignunamuaugua Aesdnlvidieujinny
(Documented Operating Procedures) Ingfinsatiunisegatiaenssialuil
val v g v = a ] | ) &
4.5.1.2.1 gndnldanuaissnsuinesviessuvasaumavemiisnuaziealuy
Alduilasueunnanmiieay ity
4.5.1.2.2 fpuaszuudedinsdaiuiufinummnisainienanssunne q vasdldausiu
Sudlduanduannistdou weldilugudeyalunisnsiaaey

[

4.5.1.2.3 gauaszuuneadnsimuednsnmslidnuiaznisitnfmiussauaudfgy
Yo I uTuTugey lnefuimsvemhenusiudsin
4.5.1.2.4 gauaszuudsadinsnmuaanslunisidldnunndldnulinsanundig

ANMUSURAYOU tRga1unsans1aa@auansle
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4.5.1.2.5 M3wd1deszuunie VPN deslasuniseyainwazdninisdildanussuy
NI sEheuIMIsmAalulagndva
4.5.1.2.6 §auaszuvaiusaniuauns edndninisldviuvesd ldnuldaiy
Amnzan vngldnunseyiinisle 9 lumaiRaauussnavesdiinu
4.5.1.27 {9uaTzuUAaad ViU AN ng uduunnung unsnd duredssuunie
MYy
4.5.1.2.8 §{auaszuudoafmuanuei lun1seugInbiiifansidauansauna
fiRerdestunmseyaanistmunans videmsususng fail
n) AvundvsvealdruusaznguiliAendes wu segraden airedoya
Uoutoya uily oyl
%) Avuanaeinisseivdns sevguna Widuldaunisuinisdanis
maﬁwﬁwméﬂ%&m (User Access Management) Flgrnunls
A) flduiFesnsidldnussuvamsaumavesnitsanuazdeale sy
n1seudngIanisaudein wazlasunisiansaneydAaingdnnis
dheumsmaluladidvia viedguaszuuildiuneumne

4.5.1.3 gSuRaveu

4.5.1.3.1 gansiguImsnalulagndiia

4.5.1.3.2 fauaszuuilasuneunmng

4.5.2 ATUSMITINNITNNSIIES (Access Management)

4.5.2.1 wwleuny
Wemugumsd1farldauszuvaisaunauaznisd easvesdiineu
ATOUARUNITIINDITEUUIALUlagaNTEUWA SEUUATETY SPUUUHURNTS Saude
syvuaunsolusunsuUszy nduazansaume Lannzd ladsvoygin lasi
n1smUANKaEIANITANSNITUnfwarldaueg 1 ntgan saudeasieninug
audnlalitugldan ieliiAnanunsewinaudilefistouaznansenudiin
nmsldnuszuvasaumelaelisedaseds viedvilatianisal sudsmvualig
Wnsnslesiumuavanzay
4.5.2.2 duInUHUR
45221 maasedeuldan (Access Registration) fioartwnsliidunounisufin
fuwsngau o mseugaliid1fessuu ansaune Laznsinoen
Nnnnzfowveslian Wefimsenidn Winosumsoyannfana
45222 NSUTUISIANITANT (Access Management) ABIdnlWiiN1sAILALILAY

a

MeENS et auagldnussuvansaumeusazyinny ANUWITNEEY
Wil 528 @SSy Ansfiay wazdnsau q M eadesiunisitids
FNUAAVINEEY

45223 msagdanieunintael lddnslumsidfateyadasiiinazgnading

AL WIETIUQRIINIINNTNTEYIRANEINUABLALABS W.A. 2550
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05224 TR IF N usULIAT0Y18 STUUa warszuUUfUTRMIRLT
HOUATTUUNTUA

15225 fouaszuudesimsmuaunadfsszuufoing iedesiumadags
syuulfoamslaelila fueunn uazfinsivuaandaniad exse
viemsdinsreznamadouse

4.52.2.6 KAUaTEUUABINTNUMMUANENSIUNEA (Review Access Rights) Aaadaliidl
nsgvILNINUIUAYSMadi ned quassuved wiesdar 1 ads uay
yinedaifimsusuneu Wy methevmitenu madousumis msudsu
wihiisuiinvey visemsenian maana sy

45227 mafvundvsfiiewansldsunmsngiaaeuss wadaemasszerna
v ilesiilaldhliimslsavsmedugldounliliFuseusine

15228 mavdsuwaweslisuavfiremsgniuiiniliomsmuviu

4.5.23 g3uiinvey

4.5.2.3.1 ganmsheuimamaluladndiia

4.5.2.3.2 fpuassuuiilnsuneunmng

4.5.3 NMIMUUANENAMLSURATEU (Responsibilities)

4.5.3.1 wuleuny
iiedostumsidndslaglaildfuougin nmadame n1sad nsensdnasy
dnwdeyaasaunatar n1santluggunsnivssiianaansauna lasldnmun
wihfianusuRaveuveanauludtina

4.5.3.2 WU uR

4.5.3.2.1 msldausiasing (Password Use) Amuauunufianadmiugldonu
mstmusstas msldnusiainu uaznsdsusiariuidaanm

4.53.2.2 matlostugunsaflurnediliddFnuiigunsel viedoswdosiislflaglid
Huadansn mstvuauuUaTiuenzaud et eaiulalvg Lifans
annsadnsgunsaivesmisnuluvaslifdaua

45323 asslinnaudesnsentdnuazionlaldsonisdesiunazguagunsal
oufiumesuaiAdotievesmisnunasanan WeliliAnmudeme
w3egy vIelly WiisUssasaidnfisssuuuazgunsaling o lagllasy
BN

45324 nMevdansldnund owultienieszuuaeniinnediadadu azdas
M3 Log Off V!ﬂﬂ%x‘iLﬂiJ@

45325 fandliieiesnouiuneonnteevdandilailfldnudusseznm 10
Wi wazsedldsiaruligniedeazanansalantaele

45326 fesdengunsniuazial osnouiiunesiiddy Weldlignldaunie
fosUdeniis Inelaifimaguadansn

21



adnunistuwaEouryus=nalny
The Civil Aviation Autherity of Thailand

YlYUIYNITINYIAIINLUAIUI AN YA UANSAUNA
(Information Security Policy) kagwauUanneIvas

45327 §uSmsueunanenuasnug Sulatou woud e dauieidas
lumsmuauguauImsnsndgduremhenuliliifinaudems vie
geyyne visegnUNINYeUAINTAUVA

4.5.3.2.8 MsmuaxdunIndasaumeuaznsldaussuuaauiunes (Clear Desk

and

Clear Screen Policy) fasmunuldlvdunsngansaume wu tenais

dotuiintaya Aauiwesvseansauna aglun1izidestonisitnfclagy]

FlUanS wavdesivualidldanueenatnssuvasaumeladnwiy
ML deUfun el

)

)

f)

4.5.3.3 {5URaveu

AT uneufiameswazgUnsal wieszuuLATeYy U3eTzUY
ansaumavosny18uazd o dud i 17 ud I fveyginain
s

mireaug Suilnveuazdosdnmianiudi i ldlunsdaiivienans
doviufin doya a3 sreufiamed uazgunsalnng o AAeITeq
Toilnnamsnzay bildlisunnudes
yaansvesdinmuynaueyyelid i uiiuazgunsaldng 4
I¢nnuavsimisnutmuawiiiy
A99n329a0Uansnslduluunamsweanssng 9 aauaiay
ALY
dosdafvdonstuiinumanisallilufiivasadouasiinisnsnaou
szuUREsaiLaNe

Fosdmfutufinmanisaiviefanssurie 1 vosldauduiiFald
nuavdugansldny
Feamsavaouansnsldanuinissnsuiinmesvioiniotis 1wy Je
Hlgnu uaysiaru
Hoensradouliafuamulasnfvesgunsaineufinednou
Wousiedu szuuiaTenne Wy nsreaeulaia msdududyana
N1UIZUU Active Directory (AD)

4.5.3.3.1 ganmstheuimamalulagndiia

4.5.3.3.2 Hauaszuunlasutouning

4.5.4 nsmvANNISIiuAIeYIg (Network Access Control)

4.5.4.1 wuulgue

Wetasiunsnissuuasevievesdninnulaeglilasuayn s

4.5.4.2 WwIneufun

4.5.4.2.1 lRWITEUUNUABIMTUANTNT AU URAYUKAE TURB UM SUS UR U

(Operational Procedures and Responsibilities) leilin
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n)

W1YRITTULNUABITAvIh Al awazTunaUNSU URUYRISEULY
w9 leeiiitlomnddgyneaiunisleau

) Tupsanfinsidsuslasuiluszuvasauma fasufuiRnudtunau

A)

)

)

%)

mMsUImsdansmsiUasuLUa
Wvessruuaudesimuaniihfinnuduinveulunssuiuauyes
fiAeadedliodedian
Wvessruunudosimuaniniienusuinveu siuaisuioRdle
fmnsalfuanuiuasasasemuduneunisufsanisudly
winnsadlaifieUseasd
\vesszUUUFBdLenLa3 ssrauRunes AT lunsia ST UL
asaunAsenNLATsTiURmTelaTedliiuing
HauaszuuaIoUenessuinvaulun1snsivaeuLazguagunsnl
fiiateduszuuedoderonun ugUnsaiflddmiunindai
svezlna (Remote Equipment)

nsandunsle o ameluszuunIedie desegniglunisaiuaugua
LAZNITSURAYOUVDIN AUATEUULATOYIY LAYH DI51891UAD
Faduliye iWemuaunisldnussuuiededeliiiuszansam

U o

asdn wazliianudannaaalnenlnu

Y 9

4.5.4.2.2 NM5USITINNISAS0U18 (Network Management)

n)

gUnsalfivimihidenloaduszuuiaiedts wensiauniely

dfnan I8un Router uay Switch fifeufvR fail

o guUnsaliivimiiivensnsidenloanietie deslia Service Port
filisndunagmsdedoyamsvhauvesgunsaiiedovisazdeslalld
A1 Default Community, Default Username wag Default Password

o nsdlideslouniorislnenansudniliAnanudemetuszuy
\3etneazdosgnadlnuniidvuald

o {auaszuulAIaYIgfeslLnuaiunTUITeshyIkarUTuUs
szuuAtetne teliannsaldnuldegnisieies

o Juaszuvazdedlilisuamihivesnulunsdidsdoyansu
yiedsrusruuaietny Fuulsifavslunadfedeyady

gUnsalfivimthil Remote Access Lilon1smuAusEUNsEeElng

1#u Virtual Private Network (VPN) fdaufjocsd

e WosTn15UsUUTIvealndeg1eaniane uazd190961
Configuration wasguUnsainnafsfiiads niodnaiuasundas
vidomusezafiivun

1
a

o iaiin1snagaunisiinldiuszuvansaumaszeslnaasadu
Taudnddldnunldlunmmaasusenainszuuive il lud
aAnseuntey
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A)

3)

q)

e gaslifinsiarn Default Community, Default Username uaz
Default Password #3avhnsiasumdnainiieninudasnsie

13 eausl Y euazg Unsaifl And st on1sviaruntgludidneu

ftoufuRcsil

o aaiinsUulsstesiuiogwainaue uazfosiinisdizesnn
Configuration mam’%amuﬁiwnﬂﬂ%gqﬁa@é?a wiofimswAsunlas
Wiomuszezafirug

e Gasliilawme OS Version, Service Port, IP Address W@ Service
Patch Version Tiupmaitlaiifeatomsu

® 9aNINTTULYNATALBLENITUY

o puaszuudesdisesdoyauazssuulfuinismiuanumzay
wagnaaoumsiAudoyastwieslas 1 ats lnsasandasfi
AUENRYUDITE U

e gunsafustdsuargUnsaliadoriedosldYunisd el
autuaslasndenoutiudad suuszuuiai 0v1e 1gu
AsAvuasHarudmsusydsede d9dlunisuinisdanis
gunsallvfinuudaunss Wa Service Port tawgsuiudold
it Wudu saua e Access Control List we9gUnsal
Foansifieandedlnisng q eganuivay

AmualiiiSufoalunsfuiudin Log uazasivasudsiiaund

Ag 9 aeluszuuATetie

n15ld91uias aaflorne 9 (Tools) 1l ensI9@BUTEULLAT 0Y 8

AeanTzIlagalassuuAsaYIenTeagnelin1sAIuANuAYDS

fauaszuuiedetnowiniu wardeddfunsoudfongianisiiowas

drtindliietasdeunnass lnsazdidansldauanzwini s

Wiy

n1sldeussuulngied (Firewall) wagssuunsiaduwasyeeiu

N13yYNINIDS/PS) Fossiiuns feelud

® {in135¥YvaULAA (Trust Zones) VoULATOYNY LYU LATOUNY
Internet, Web Servers, lsunsideusieniouen 1a3evieniely
839ANT Wazlyy Remote Access WA¥DBNLUUNITAIUAY
N1595139597853 U Firewall luusiaglau

= . =~ v
e {in133EunImUANTEUY Firewall luguuuuveuenans wiald
TunsaininsasuwlaanisoLnasueNgseuy

® iin153mLAv Log File wazn1595195984A3 U8t dudseduay
AIRIGHD

¢ iinMInTITUmMANITANANG o MAAYuly Host viselAsevetaya
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%) MMSITNULATDUY (Internet Security Policy)

® {N15M579dUANT NS ETINUABUNILABDS NI BLATBYNY LY U
VUNULAULATDIABUNILHDST

® {n15U1595NWINITUUA NN NS KAENITATIVABUTEUY
wiouadanuliluiinvaende

o fimsdmnutufinmanisainisidnfevessyuy

¥
[ v a

® JAVIAINUANITNITASIFABUTLUU NI BUNIN SUNAVDYU

Y

A o Y a A
LN@@Jﬂ'ﬁI‘VTUﬁﬂWﬁi%‘U‘ULﬂﬁ@‘?ﬂﬁ

4.5.4.2.3 M3AIVANNMSIENTEUULATEUNY

)

)

)

)

dldunnauazlasuanslunisidldnussuusing 4 desdniunis
veaulRsren Inn1HeRudiaNNgITeeg 1T AN NATY Vil
n1sia1sanlidnslunisdfsssuvasdesaenadosnnuuleuiy
nsauANMsfteyauarsruumaluladansaume
HARATEUULATUER AN MUA AR LS uaInsadfessuua sauwme
Lousiviies usn1slasueygnlmdndasinu
N3 eusaidgsruuiATeYIsvesdinaukusTuUAIeYeliany
podlasunisisidesnumneay

a a Y = . . Y |
NIINUMIUANSNITLUING (Review Access Right) ABIlin1InunIuegg
D & N a o o v
Uoelaz 1 A%y vsadednsiudsullasiididgy laun n1sateen
Wagusmia loudne v3eaugan1sing
a a Y = | = Y a .
dninisdnfsvemuienunteuenus oy usn1saeuen (Thid
Party) dodlasunisnennaulladuannisailuau nuadyg) 5o
Augalonnawiuil uazfasinisuulsabndutlagiu

4.5.4.2.4 {19370 VPN #iogjn1oueniasa1u (User Authentication for External

Connections) Agfaaiinszurunsiunistududiuananaufiazeugin
T lauszuuLAsevNY Y99nuleaule fail

f)

W 1Y un g ldussuudesuansdianu (dentification) A18e
AlEU (Username) uagsianiu (Password) nA3e

V) N159UNIAIALIYY 05 19911 (username) waz s @KU (password)

iuﬂwiLsﬁ’ﬂffmuﬁaﬁuaqﬁummaﬁLﬁuﬁuaamiﬁ%ﬁumul,l,azﬁm
walla saumissedldsuauiuyeunngUeiudyn

A) Mnngnursel U uRnundanulssasdveliderldau agdes

lesuanuiugeuangUsrutyrnasiieuimsmalulagfdvianay
1n89zARISURATaUMNIAATORANAIATILANTUNIEY

4.5.4.2.5 N353y aUnIaluuAI Y18 (Equipments Identification in Networks)

o Aaa a ¢ A P Yaa ¢
Aeadli5n1s NanunsaszygunsaluueIeviels wagldisnisseygunsel
VULAT U UNSEUTUNITIINDT ATl
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n) Mmthgunsalia3etsudenseduiaiovgvesmtisudedld sy
aunNHeUTMsnAluladidvia newdsazanunsadiunisla

i) Q’QLLaszUUm%asdwﬁwﬁwmumiLs'ﬁ'awiaé’igmmﬁlﬁ%’uauﬁgmuaz
Tanslunmsiendenuiitheudmsmaluladidvarnuauazaiuse

YY) dl'

sedudyranswendelalileduanniseyi

4 =

A) Az oalinsdndndnsnisdildaunsalla Iaglilinisiimuaisnis

a '3

W danulunisidrldugunsallagld Username Password

Y

nuneLay MAC Address tilemuvasnsdyuagimanzanlunisitnis

45426 N15UBINUNDT AN LY E NS UASIVABULATUS ULMISEUU (Remote

Diagnostic and Configuration Port Protection) ﬁa&@auquﬂﬂilﬁﬂﬁﬂ

nefnilidmiuaraaey warlfuusissuuianmaddmenisnmuas

yaeFety il

M) fauaszuudosiuansila-Uanesnvesgunsalindorieiieniuny
nseferaneInveIgunIainIYIesig 9

v) fpuaszuudesmunumsindamesnilidmiumsiinseidamuay
msRaFnszuuImenimuaslnedinsfenduitnanlda

A) fliusnmsmeueniiiunduiunstigednum vimsdanswesaves
9UnsaltA3 Y1y NIBUTUITTANITNIUTEUULAT 018 Foala 5y
nseRdiRNEInnseusmsimalulagndva

9) Yansldanuvemuaunisiiniianesa (Port) Alddmiunsrvasy
wazUfuussszuulildaouldegsdrinszeznaviniiandu lnedea
losuniseudAnngiansteusmanalulagaivia

?) AassgunsniiaTetnefilddmiunisusuurann Configuration Tilu
vospouiumesudineiifsyuumununisidiesn wetleatunisitnis
memenwsogunsaiuazyinnsiasundaudlulaglléfuoygan

2) HALATEUUABIUIMISTANITNOSA (Port) YasszuunIagunsainiy
arusnihilunisldnuegaiiane egnslioaifouas 1 ads

%) Amuninisteadureansildlunisvigednuissuuiiueiotig
LANIINTIVADULALUTUMAITEUL dmTunmsidifansnieninuag
NsAmNLATaUNY

4.5.4.2.7 MnsulaeniAIeYne (Segregation in Networks) dmsungugldanu

n) fesvihnisuusneniaseYrgdmiungu ldnulaiianuminzauniy
A1UABINTITAIVANAINNUABANEY LT OAIUANNITIUIDITEUULAY
wwieunwdAy ANt uasUasadslun1sAneod ea15130

! 1 v ' [ A ' P =) ! ] LY £
nsdaruteya lnguuseanilu 2 1aTev1e fe nevied iUl
nelu uaviasevgdmsugldaunieuen

) AnualidnIsuenan nwInaeNd s usEUUEIATY (Sensitive System
Isolation) Ine¥IIA1TLENDDNAINTEUUBU (Segregation in Networks)
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A) ArualAlinIsuuen wazriuauasetnglialeduinsevis LAN
megunsal Firewall aaiuAuMSIIRsIvsNzay

4.5.4.2.8 Tn15A2uAuN19.4 ouleaiAT 418 (Network Connection Control)
dguimamaluladfdva desmuaunisididmseldanuaioieil
nsld iy udedeulosszuinmiisnuliaenadsaduuuiujoa
oeation dall
n) M59179aNS Anmamsavesldanulumsideusoidgiaiedns
muAvETlFsuUnNSIunanthive ey
v) syygunsal iedesdlefildmununisidendetniedis fldausimih
gunsaliededeunfndaneuldiueyn e
A Al liiinisidaliusnisvuiaievie laglulasuaygin
Tnedalitnsldnu Firewall ilemuaumatldaudeya ueundinduy
way service 74 9 vuszuuasetelniulumudidinauldtvun
Wiy uaziietlestunsifiensta (Connections) s 4 laiflsuseasd
1nnguen laequaszuu Firewall Inthilunisnsivasy, gua
wazings Firewall Tdulunna Firewall Rule sl Firewall Rule
5@Lﬂu%agaﬁﬂﬁ’mﬁfﬂﬁaﬁﬁ%’mﬁ@LLa%’ﬂmasmmmgam Wad nns
Audunsudsuntadlag sle Firewall Rule agdosufiRmuulouny
MIEMsIansMaUAsuLlassyUUas AL
9 madldnudenseirdetnedosinsfigatdfmuneunsidildany
REDUATIOGES
9) aualilndnmedeyaszuuinietneiddglunsdenseirgssuy
oA wanetaw IP Address Username Waz Password tHusu
4.5.4.2.9 finmsmununsdadumauun3etng (Network Routing Control) 7141y
naideusievesnenfiamesuaznisdaiunieluaiisuvesdeyalign
Doy fail
n) muaulilidnsdameununsldnuneaunsatie (P Address)
v) fesfimsuvasmneiaviaietieiiieusniaiotioeos
4.5.4.2.10 msmuaumsdildanuanssuunieuen (Remote Access)
n) M51EsEUUIINA1BUBN (Remote Access) dI¥UUANTAUMNALAY
\ATOUNBYRNENTINNUABEINSIMUANININTS NIAIUaRASY
) M3EIEUUIINAIBUBN (Remote Access) ABIINTTATIAABUTDYA
wagiigaimnurasldanu lngsadi viodsnmsinsia
A) 35n151a9 Anuiiansadngssuvarsaumanaziniovisldain
seeglnaneslasunseudfangdnnisiredudeinuazginnisene
uinsmalulagaddia wazdnismuaueg1ntumnnaudldlay
U URnudefimunveinsiingsruvansaunmag1unsnin
9) finmsmurumesn (Port) Mdlunisdihgssuvegiednn
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4.5.4.3 {3uiinvey
4.5.4.3.1 ganmsheuimsmaluladndiia
4.5.4.3.2 fauaszuuilnsuteuning

4.5.5 N3MIVANNISIDITEULUURN1S (Operation System Access Control)

4.5.5.1 wuleuny
Weshwmnutuasasasdeuasdasiunisidntiessuuufuanistaglulasuengs

4.5.5.2 WU uR
4.5.5.2.1 Mm3muAuMIitessuuUiuanisvesdtineu
M) Hauaszuu (System Administrator) fiosdanislia3osnesfinimes
vasifldauialuyniaissvesdninau viausiuiuszuy Active
Directory (AD) kagu3n153an13tiseuu AD mmaamuamm%ﬂ
Aeufiamesvesldanuialuy e esvesdninnunazimunie
B b9 91U (Username) hagswan 11 (Password) 1A us) 14914
WedlFnussuulfiansveandesaeuiinnesvesdinanu
%) ot ldauiiuasasads nmadrdsssuuujoinisezdes
auaulneIsnisfududinud inuizay wazdnsoindns
nsieuselasnsagszuuUvAniss1uns Command Line Tng
fATUIMUANUMIZANVDINGUE LTI
A) fauasrutdiostmuatuneuufiiitenadlfnuiitunsaonsy
N5 seuuduRnisagiesmunulaguansisnMstuduiinu
fistunsuaandty Fuioluil
o FosdnlilRTzULLANITIBAZIBUAEIA YU DAITURANAINAIY 9
YessrUUnouimadngssuvaziasaauysal
o syuuannsaginsidousennidesUateydld Wewuirdinng
WENEILANLANTERNLANLATDIANEYg
o Sifanstlousiimimilunsdiousiariufianaldliiu 5 ads
o dianmsdewrelnemsigszuuufuAmssiiuma Command Line
ilesanenaaisnnuidemelitussuuls
) N1TUTHITINANITIRN AN U (Password Management System)
ARILAAINANITYININUVRINITIANTIHaR ulud nwzLT iRy
(Interactive) vidofosviauly dnuaesnluif® ileiderontsivun
swarhuifinunm delddndunsfadesruuuda Wondndnyite
fdnuvdesiainildgnimuslineududuiimien funisfiads
sruulagviug
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45522

45523

45524

n1sszukardudud 1auves 199U (User Identification and
Authentication)flfausiesiideyalanzianzasiianunsnszyfmyes
A1y uazidenlidunounamadalunisdududinuimunzay
disessunsndndraindugldnuissyie InefuunufiR dei

) msasetnldlnl nmsudly nsesndnUnigly deewdsligaua

v oy
YU v v

szuuaniiuns laeldsuanuiugeuanidsrudysvedlda
wazgtiafulyufiffuguaszuy

v) msveuin/wasuulasifinasulydsedouasdnsliivangiu
mMs¥oseiiiuaednualdnys

A gldaunnaudes User ID vosmunarlidrdugldauaudu 4 Tay
User ID fioonliiiu fosanunsonsiaaeunazdudunduluded
Aldaula

9 fl¥nudesszydedldau (Usermame) wagswaniu (Password)
el uszruUfifnisveaniesnenfiunesvosdiinny

nslonulusinsuessauselevil (Use of System Utilities)

friauarauaunsldnulsunsuessadsslonlifelesiumsandiono

& nd Baunsn1sANNT uAsUaend Bt le Amualing o 1 og udn

Tfdiunisial

n) udiladlusunsuessadselevineulasuniseudanioaugyin
wazdaliun1snvaey

2) liougwlidnisfadslusunsuessausslovidifunisasida
Avns wsoazdiangrungduaznailAnAEEER oA ULDILAS
AENUILIU

A) MAEANSNIsNe wazmruedniedissanuluniseyninlvls
lsunsuessauselovi

9 nydlddndudeddaulsunsuessalssloviuag doauds
yoneansulUsunsuessaUssloniflidniuesnainszuy

nsivuaantunsidaussuy

definnsiaduainmsldamlussezinamidigdnisldauszuy

A15aumAL U (Session Time-out) AMLAIIULALIFANTDITEUY

ansaumATiY

4.5.5.3 f3uilnvey

45531
45532

NAANSHNEUSINSWmALULagRA

Y
AAUATEUUN AT UNBUTINY
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4.5.6 N13AIUANNITUNIUTUNTUUSBYNANTBMENNALATURAZENTAUWA (Application and

Information Access Control)

4.5.6.1 wuwleuny
LW ONIMUANLNUI AIUANNITUINUTUNTUUTEY NANT BuUNF AT ULAE
ansaumevasdinaunglilasueyyn

4.5.6.2 WU UR
45621115911 AN1569 18 9a@15aULnA (Information Access Restriction)

Foasuiunis el

n) Mstdlusunsuussgndvsateundintulazansaunavasdtinegu
Tngdliuinisanasuendessudunsmuulovisaiusiung
Uaoadeszuuarsauman 1uaudunus dug uinisniguen
(Information Security in Third Party Relationship Policy)

1) {puaszuudesdalidnisamedoudldomuniouietinundns
AE1U1a i 7 aaslasuardesdnisnuniudnsnisldaw
adsainane sdraeelay 1 ade viadlednsiuasunlaiiddy
¥un nsaneen wWasusuws Toude sieduaanisdng

A N15310 ANITLY 1D s@15auLne (Information Access Restriction)
Aeadnfiavisemuaum st wsadlduvesldnuwazynainsiig
atuayun s ldeaulunsifsa saumenagileidu (Functions)
19 9 YadlusunsuUssyndvsoweundiady lnglinmuananinne
Tunsddaniemununadidwd edldeuiaonadasmumleune
muanMsidsagmsldnussuuasaunanaiiiime

9 nsdnfsasaumaInnLlsuAeunIINd i i sy
ueuvieli 8 ddunisle q axdesldTudnsuazougin
Tunsiddnduns wazasdosmonulinsundanina§aduwd
;E@JLLaszUU%éfawﬂLﬁﬂﬁﬂﬂ%ﬁlﬁﬁ’wmmmﬁu 9 Famnutaeay
aeuonduiiunisla q filansenudesyuy axdeadulfuinveu

[ |

1.5.6.2.2 szuvdshionssumuiiiinansznuuasianudAygeionsny

n) Aeauenszuvansaumaidauddyguazsndudedldiunsqua
Hufivay dhevimamaluladddvadosusnszuvdshsenissuniu
fananoenanszuudu q livineueyuuei sadswines wie
eviamesliliurluiussuudy Wetleaiunuiianainduenay
\Annszuvdudsihnuesguuaieadeaiy

9) Wdmsauauanmwndeuvesszuulaanie loun e Data Center
szuulitiin szuudnsedlai seuumuaumsin-envies AR padsnnes
uaydu 9 usu tedesiumvgarrinnisineuuesssuy

A) AuALMsInldnunesetienelulaviasaiien1euen e

ansnisnldaulnenIvunaAf Firewall
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9) fimseunuvietlesiugunsnineuinesiargunsaideasind oud
warn15UHURIIUIINATEUBNNUIYIU (Mobile Computing and
Teleworking) iAedesfuszuusiing

4.5.6.2.3 M3UURNUIINNEUBNMIEU (Teleworking)

n) gauaszuudesmiuaun1suunauvesldauainsseslnaniy
Ll Uan1satuaun1sdldusEuUIINAeUen 53U
mswwisunssruumaluladansaumaiinedeafielifiausiung
Uaenney

) HUfURnunsseglnadesinuiauduvesdiinaeu lueygyin
Taseunsvdeyaradula Whfsszvumaluladansaumauazdoya
vesdtnau

A) N1sveydAnseenidnnIsUfufnuainszeslna n1sAmuanse
USUU39dnSn151 01895300 AU URNINNITAIUANNITIUNES
38U

4.5.6.3 {3uiinyay

4.5.6.3.1 ganmsheuimamaluladndiia
4.5.6.3.2 Hpuassuuilnsuneumng

4.5.7 M3muAuNsintaszuuesetnelsany (Wireless LAN Access Control)

4.5.7.1 wwuleuy
ddnaudesdinsimuauinsnislunsavuazlesiunisinwanulasndy
n15LU1d9ssuuLAI e lians (Wireless LAN Access Control) kagnaneneud
nmsihgunsalfeasiadeuidunldiulussuuedorisliane ietlestunazinw
AnuUaensievestayaansaumavrasdingu

4.5.7.2 WU U
4.57.2.1 msldnuedetnglZans (Wireless Policy) fowiniiunis dwtelui

n) ldeugelvigldauda Ad-hoc v3e Peer-to-Peer Network

) n15L01Y Wireless ag@ o d1190 U username wag passvvordﬁ
dnaumun

A) WnthAdavsnsiaeuinIesiileusoriuszuuadetnglfaneld

9 vwdliglathgunsal Wireless smndnsavieilaldiodliinasidy
gunsainsgaredins (Access Point), Wireless USB Client,
Wireless Routers a1glunuiga1u antiuaglasuauginain
Fianisiheuimsimaluladada viefSulaveuveanisaud
TasunaunuIe

3) msdndeszuunsetieliang (Wireless Lan) azdodlasuanayin
NNEPUATEUY LLazﬁmiﬁqﬁ]ﬂéf'smuﬁm%’uLﬂ%mauﬁal,ma%ﬁ?u 9
nounlgaunIovIeuesd1ingu
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4.5.7.2.2 mideuseneufimesuazguniniing 4 fusruuiaietis
FthneNfialnesuUUNANIYDIAUIBIRBIINTEUUIAS BYB VN YD
ddnanudesiniunisameidougunsaluazlisuaugmanddnns
degudstn (Wuanednuwaldnusiouinsdendeinietiy vieldeuse
FuaTetefildgndnasslinondamnainszuuauneluvesdiingu
4.5.7.2.3 fuassuu (System Administrator) #ossifiunisseeludl
n) fewhmsameilougunsainniiilifaseszuuiaiotigliane
7) Fosmuandynnvesgunsainszaednaia (Access Point) Lo
ﬂaﬂﬁ’ulm’lﬁ’é’mﬁyﬂmmaﬂqﬂﬂiﬁﬁ%ﬁlwaaaﬂuaﬂﬁyuﬁliﬁmuiwu
w3evgliane wasdesdululilaufaiuisasudsdyayinain
MeusneIMIYEoUT A ULYATIAUAL LK
A) AIT¥IIA1SIUABLA SSID (Service Set Identifier) fignfnuaidy

Y

A1 Default 119 MNAHAATUTTNIUUNTRINTEA8 sy 1ad (Access

oo

Point) unlgenu

4.5.7.3 {3uiinvey

Y]

4.5.7.3.1 ganmsheuimamalulagndiia
4.5.7.3.2 HAWATIUY

4.5.8 NMsmvANnisNuNMeuaniIfsEuumalulagansawmna (Outsource Access Control)

4.5.8.1 wurulgue

nslduimsanuiienunisusnetaneliinaudssds Welinisaluay
mihsnumeueniiinadldnussuumeluladansaumeavesddnenu Wduly
guuasanndy uagimuauunidlunsmuaun Ui uremiieny
aeuen Tnenrgnunisueniivinauliiudiiney lddnezieueg aely
dfneuveusnaniud suludesasnyludauan wsetannainshiiUawmedaya
vosdtinau lnedygmsedennasiesdniinlmaianeulnanslunisdigssuu
walulagansauma dmsunudnuuglaTinig fauassuunIednvedlasenig
FosmuausUfTRuTeMisnuMEuen anunsadidedeyadifiaauddiny
goadineu Idaudunivaeads we 3 daufen1ssnurniudy
(Confidentiality) N135nw1AMYNABIVBITBLA (Integrity) LAAITINYIAIY
wieulagliuins (Availability) il glunsmhesnunisusndosdariununis
fndusugfen1sufuReuuag tona1siifsades sauadnisusuuse
Tiuadoeglane onruau wiensvaey msliuinisveslwuinigle
agnadunn wagliiulaldindulunuveuwniidmunali

32



adnunistuwaEouryus=nalny
The Civil Aviation Autherity of Thailand

YlYUIYNITINYIAIINLUAIUI AN YA UANSAUNA
(Information Security Policy) kagwauUanneIvas

4.5.8.2 WU

458.2.1

45822

45823

45824

4.5.8.2.5

4.5.8.2.6

yananeueniifeansanslumsdldaussuumeluladasaunavos
dnau Fenind esesyginduaisdnuaidnus Inossyngwa
amudnduiidout ¥ szvumeluladansaumail ovoeysiaain
AnMseuIanalulagndvia
Fosimualiinmsussfiumudsinmsdidsssuumalladansaume
vive gunsaifililunsUssnanalaeviignunguen wagimumnnsns
sesfuvidendluimnsaunoufiazeugaliinfsszuumeluladansaume
Vo3 1NNY
yhonumeueniifesmsavslunsdldnussuumeliladansaumeveos
dinau azdes vid esveeyamdumednualdnes ieveeysidan
Fannsieuimamaluladfda Tnevimsssymananiudndudifes
dildnuszuumelulaansaumna fafesdineandon foll

n) wnratunsvely

) szeelIalunsly

A) MInTIvdBUANYasnfeYegUnsalfiienselrdetne

1) MINTINEBU MAC Address Teaindasnonfianeiiiiouse

?) fvundennasmsldnudeya Wodunsdestumaidamedeya
ymhenuneuendsiuiaveusslassnsiinsididsdeyalaemisany
asuen deartmuanadildenuanizyanadsndusindy wasl
wiguneuenasuy ludyailidawedaya
dinudanslunisasiaaeuandygy) wieTonnain1situTEuy
welulad ansaumaiieliilaldindinnuamsanmuaunsldauls
e mudanth
ABIMMUALINUILIUA1BUBNNTOH LT UTNIT FAVILNENITATUIIY
AlomsufiRau uazionasiiivados muisimsusulsididutlagsy
oglave Lilomuauviensiadeunsiviuinisveamheuaeuenvier
Tusns dielviiulalsindulumueuunildmunrionnadld

4.5.8.3 f3uilnvey

4.58.3.1
4.58.3.2

a o

Hann1sheusmamalulagiaa

AAUATEUUT T UNB UG
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4.5.9 Ulgu1uNISUINITINNITIENIU (Password Management Policy)

4.5.9.1 wuIulgue

d' Vg v e a vaaa o o A Y} Y o
LW@IWQGLGUQ']UIWNLLU']'VVNTJQ‘UGWI&W‘TJWﬂuuﬂﬁﬂaaﬂﬂ?JLﬂEJ')ﬂ‘Uﬂ']{LGUTV]ﬁN']u

4.5.9.2 WU UR

4.5.9.2.1 AISUSITIHEHIY

n) ldeygelidmihivdedldaussuuldarariusiady Jedldau
waw/visesianiu deslignldnusiuiuniewvsluiulday

v) fuasruviar/miodnvesszuudesinid unoun1sufuRdmsy
nssanFensAsusiasulil daunsy

A) HauaszuuLaz/MIelinvessruUdesinsruIunsisiunasn fe
lun13dndssviasu (System Generated Password) Tikiglganu

9 saudosiu TeUfuR swWarunasgIu (Standard Password)
wagsan1uUTene (Default Password) vosszuuinalulad
asaumadesgnitasulaegauaszuu uaz/vierinvesszuy Thiu
sarhuisuaduufiinsfndesruuaiadu

2) msdeweusanu (Password) Fansmliiudldau Feamdnides
nslyaradulunsdsieusiiantu

) KA UATEUULAL/MT 19170958 UUVRIMA AETEUUIIUT N15AIUA
srpzaMsAsusTarueg1sies 90 Ju viemumnumnzas

4.5.9.2.2 MIMNUARAUATNTIHR 1Y

) Avuasiauegulaein anueegtes 8 dignys (laed
MINAUNETY F9nwT 3 Wouly 1wy Msnusfiuiian fonusiiud
Tug) faay nIedydnvaldinei)

'
a

) lifwuesiaiuandigduanunsanamlaig Wy Yo ana wes
NN YoInULeY IoUARALUATEUASTY NTUARRNHIANFUNLS
Inagaiunu vseandmdninldlunauiuynsy

A) NISAISTANIUTIATIIADIEINADNITHATLALABITAINULANFIUY

4.5.9.2.3 NSMUTHANIUY

n) aldnutydgldnudesiariuvesidy

1) liaavetuinsiaruliluaandiiiesensdannvesyanady

A) Wasusiarhuvesnuesildiuinangauaszuy lidissuuazdadu
T inswasusiariundolifinnn uazlidsswanugfusianiiu
Findilesuan wagmsaslisaduensdonisian

9 {iFwdesenumgnsaifiadeidimadawesiailudaua
szuv waglvidifunsiasusiaruiug

9 fgldaliamsadldnuszuuiederdliuassiaiiuvesnuie s
1o fldnudeuddligauassuunsu
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4.5.9.3 {3uiinvey
4.5.9.3.1 gaanseheusmsmalulagsidvia
4.5.9.3.2 fauasyuuiilasuleuning

4.6 nMsdnsiigaudaya (Cryptography)

TngUsrasd

W orvuauwIniansldaunsdsiadudeyawazilfssuvaisaumadnulid anudy
vostoya mafigalimuuesfldnussuvansauma uaz/viedoatunisudludoyanngilailisueynyn
e 19IUTEANSNMNUAEANUMILNZAY

WIUlEUIELAZwINIIUAUR

4.6.1 1wsn1snsinsaduteya (Cryptographic Controls)
Aguimsimaluladfdng feanInuauInsNITAIUANNITIIITIATUTYA WagkUINIg
nsidenunsgiunsdnsiadudoya lnedmuanguildaussramuzaniuaiuidsa

(% '
(Y v A

no1fnduiuteyaluwiasdrduiuanuduiiivualivaziinnunseunqudeyadiuynna

LY va v [

welmlulumunsesvdyafdunsesteyadiuynna w.a. 2562 uansdildauise

[ e q
Y = ]

Wsale AeemIuAuNIsinfiteg 1 mIgaNAUnTNIkarAINTURAYOU

4.6.2 M3UIMIIANINEYUAITTaSUTeYa (Key Management)
Areuimsimaluladada fosdmuaisnisuimsdanisngueililunadrsiaduteys
Fsusznauluse
4.6.2.1 mafasanUssnngudeyaiitnunlfidstainaonadostunsdnssduduamiudy
YDIUBYR haThUININTALTUNIATUToYa
1.6.2.2 fnsRansanisnadsiaudarguioy muisldanaifiudiunzan nisdenld
nsitsateyaliannsaduiunsld 2 wuu il
4.6.2.2.1 WUUENNIAT Symmetric Aan1siinsiakaznensialagldnyuasian uanu
(Secret Key)
4.6.2.2.2 wUURANNIAT Asymmetric ABN1TId 1T aLAznonsialnglYnoyuaTiad
(Public/Private Key)
1.6.2.3 duflunmsairenguasiaanlusunsuiindede lnswumnanisaiianyuasia uas
MIUINTINNNTNYUITNE (Key Management)
4.6.2.4 dudunsihdeyariunszuiunaiiisia et deyafidrsialuldnugauszasd
foly
4.6.2.5 1N13AMUADILNTITINUVBINEYUA
4.6.2.6 dnsmmuamnsnslunsiungua (Key)
4.6.2.7 1n153nvuar U URMUARENITTINVDINGHA

4.6.3 §¥uinvau
4.6.3.1 fheusmsmaluladnana
4.6.3.2 gldnu
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4.7 AMULUAIUAANENIIAIUNIEATNLAZEIWINaaY (Physical and Environmental
Security)

Tngszasa

wommuaduninsnisavaukasd ety wasiduuinsgiuauiunsUasnd i eadesiy
Mg NUrTENSIIN91ANs d@anudl Nunldeussuumalulagansaume laefasumuaNaIAY e
aunsalszuumalulagansaume Jeyadaludunsndifiauwareradndudesinwinudu

WIUlEUIELAZkNINIIURUR
4.7.1 wpsgrulunmsmunuinadidesinsiunsaendosuasauma (Secure Area)
4.7.1.1 fermuninly
4.7.1.1.1 drifnnudesdimssuunuazinunuinafuildnussuuasaumanud

IF ey suvedarhunuduansiuniuassiavesiiuildaussuy
asaume e nisyYs muauuarinwanuiunsasassandilils
Fuauye suedlosfupnudemedy q foraiaduld wasusznels
Sunsuiniu

4.7.1.12 ﬁqﬁmméfaqﬁwLﬁumiﬁm@?aqﬂmm‘lumﬁﬂmmmﬂaamﬁa Usgnaunig
nd9929359M 32UY Access Control #3ogUnsalfiansatestusisanan
mngynsn udu luiluildussuvasaunasesdrinauldun
794 Data Center ilolidulunannasgunisinmaiusiunsasnde

4.7.1.2 mimuqmﬁﬁ’laaﬂ (Secure Area)
mhenuifudessuunu fuumnasnsnmssuaunadiesnluudnuiuily
nuszuvasaunea Tgliudresnldamgdldnuianivindy fduumisufon
il
4.7.1.2.1 fnstwuadndnsdnfeiud wagiinsmumuaniauseu Tasnistmun
avssaszyduaednvaldnus
4.7.1.2.2 {léenagldfuavslidroenanuiinnulflensidnadgnimuamiby
4.7.1.2.3 siesdnusnadmsunsidntaviensdweundnduailaeglviusnisaieuen
videvisrumesuaniedestunmadfdunindvesdinemilaglilésu
aun1m wazdnduusaeneanuIRIavn
4.7.1.2.4 vinfypeadulaiilalligldnu vedhituilaedldveanslunisidrituiiduly
Hunsdavth TFTRmumdnnasinsdeeniufiies Data Center
4.7.2 anutuasUaendeduaisaumadmiudinay Hosheu uaziadesdionns 9 (Securing
Offices, Rooms and Facilities)
4.7.2.1 msﬂﬁﬁ’amﬂuﬁuﬁﬁwﬁmm
4.7.2.1.1 noaUsn1snaedaesududtsusmsinalulagdadia AMuaNInInIg
anusiuasUasadesuamsaumaliiudninmu fevhaunaziaiesile
513 9 Tdun 1adesnoufinnoiviossuuiidanudidyas Foslidogly
Uhaiidnmsriudieenvesyaraifudaumn Ussguiheinsvesdiinny
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#osUndonlngisnsiivasade deauszpilldnennayus vieilszuu Access
Control uagU$uUssliiaumngaimsannzwindon i Andsszuy
U¥uenma nseuauALty Wudu

4.7.2.1.2 dninnudesdinsmugumadieeniiufidmivdfesolasddaanziud
famFoul Ay

4.7.2.1.3 dninnudesdnuinadmiumsdniwitensdweunindueilaggliuinis
A1euen (Third Party) n3enthssunieusnifietastunisdndadunsng
vosdtnnulaglilasuaugyin wasdaduuinauensanuisiimin was
wifnsuvesdinaud ldfunoumneazfesnesifuguayananisuen
ﬁlﬁ%’uaqmwﬁﬁﬁﬁuﬁmq 5 YOIANIU

4.7.2.1.4 mnfiyaraduladillldfundase viefvoidldiu viedlfifedessulaiy

¥ '
A =

Aansvesdtineu niedldudinisverdrfundunisasmii viieau
fiAedesazdemsivaeumnnatarausnduneunisoyyani ol
oy
4.7.2.2 msﬂﬁﬁ’ﬁﬁmﬁluﬁuﬁmmﬁ’umﬂaamﬁa (Secure Area)
mummmaamv]umLLm‘Ugummmumi‘dgummuluwuwmmuumﬂaamEJ (Secure
Area) l#ufaq Data Center uarufiufuRuvesquaszuy wagfuunlitie
UImswmalulagadvia dnsiwwnufialvldeuegiunsenin
4.7.2.3 YauuRdmsugRndenmiinuaieuen
4.7.2.3.1 Fesimswantnsildszyianu loun Thsuszvvu videlueugndud vie
tnsUszdddulaiinirenuvesigeenlidud i i e utnsganse
(Visitor)
4.7.2.3.2 fosdndnstRndofiudnuannsaiulddnaunasnnafiegludinnuy
4.7.2.3.3 fesegluiuiianafialily uasininnuresdinnugua
1.7.2.3.4 fiosdulinsiRaderudmind uasdmihidesmvaounsaulng
4.7.2.3.5 nyaldinsgnedrdnaulvmvuanuiuianuanuminzay Tngenieds
auiuasaenduluddy
4.7.2.3.6 n3dldriluil naufunsasnste (Secure Area) funfinsafitihgunsal
eufiames i egunsalfildlunsufdinuniegluedng azdesasduiin
semsgunsaimuduneunisufiinuluies Data Center
4.7.2.4 fuiidmdududiaees (Delivery and loading areas)
Fannsieuimsimaluladfidvia fessmualiinsaiuauuinuidlifansidide
oransanddald iuiiuiinisdaoudud Aufinaeion vieUsznevgunen

9
a

arsaumnanoutd e Data Center Wil luonidudadiuiivaau wevdnides
nsdhassuuansauma uazdoyamsaumalasdildldiueygym
4.7.2.5 enudaensdevesgunsal (Equipment Security)
4.7.25.1 {ldnudesiarandssiioliluaniuiiiivasnfesuisdinsdostudenie
Sunseflenaiintuiugunsaiivai
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4.7.2.5.2 \WwesszuvnuRssivualiinsauawar U sesnwaunsalegegnaa ey
adnaue 1fun dalsidnisdoutrgenuseuiifivualaglawizszuuid
anudndny s leliensnsaldauldedsailomasinnumdosldogiaue
4.7.2.5.3 feafmualiiinslesiuduninduazaunsaivesdrinnuilogninluldom
wanedtinuy
4.7.2.5.4 fosrnualiiisnislunmshanegunsafogamngaumusziutunudu
vostayafigninivlugunsaidy
4.7.2.6 anulasnduuesszuunseialiing5ee (Power Supplies) wazszuuloiune
4.7.2.6.1 foailszuuliind1sednlu® ioliaunsoufsinuldegsedes uas
Foafimsnmnaeuszuuliihdseuarthysdnuednatioslas 1 A
4.7.2.6.2 fesdnlvilszuuiiousie/desiude aun ssuudunde szuuldaioudansie
4.7.2.6.3 feafimansunulazdndeunisufifiiesuiiofuimanisalanidusing 4
oehatiosTay 1 as
4.7.2.6.4 szuviidfgvesdinnuazdeainsuiamuulouiounusesiumgnisal
anduressrUUATaUmA ioannansenufiazifnduiunsdiiunures
dinau
4.7.2.7 anuvasndvvesnisiduatglnilivdn (Main Power Cable) wazatgiadandn
(Backbone Cable)
4.7.2.7.1 matduanglwimseansiadadminislueimsduinaui g
Krudosfianidnly iWuuinaiyararlvlbiamsadidddieg mafnds
Finanedesdenlinasniauazdrinnisitildanuldiansidmiinie
ypnaitavuity
4.7.2.8 anuvasadsvedldzinanunaznisdesduniiaeansuiiames (Clear Desk Clear
Screen)
4.7.2.8.1 #esmuaudunindarsauna lun 1enans devufindeya gunsal
Aouwes 18 lvivasnssainnisitniialaeyludians
4.7.282 ¥fivienaranied evufindey anararsaumaniut unouni1suf U
mﬁmzﬁu%mmé’waﬁaga
4.7.2.8.3 m3vaslenansviodevuiindoyauararsaumaniud uneunisu fUA
mﬁmzﬁu%’jummé’waasﬁagaLLazé’mﬁwﬂ’uﬁﬂmsﬁwmaasiwammzam
4.7.2.8.4 Feyaii fiaudidguinsiudsdeyalunsufinned deandoudolng
Aludvesteyainiu liedeuihelneyaraiilildidmesdoya udeus
aglasunseugniluanednualdnusnnidivesdeya
4.7.2.8.5 Foyadifinnudidny dnsinwmududedimsdisiailogniaiu
4.7.2.8.6 nnsaioenanuthaereufuneifedlaviias wie log off aanInIEUY
4.7.2.8.7 fldnudosoonannszuuilenaiuainnisldnu
4.7.2.9 msmuamﬂl”ﬂﬂ (General Control)
4.7.2.9.1 fnn1siedowmsrasunramieulfnuresiiuiiuazduning Fanisée
aonuftviaudurisnaiidesszias eansdnvianuvaendoiiena
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[

finsuestule Tnslawizdrsnandideasedansieliiasedu Jadedli
ARSI

47292 #oafin1susudgaenarsnsenvidountuauaunsaisng q 1ff odl
mMswdsuulamieind eudhoiitelfidudoyalunisaiuguaunsndves
deinau

4.7.3 {5UinYeU
4.7.3.1 Wmthneausnsnan
4.7.3.2 gauaszuuheuimsmaluladdia
4.7.3.3 gliusnisanguen

4.7.3.4 gldanu

4.8 N1SUINITINNITATUNITANLUUY (Operations Management)

TmaUseasn
dielin1suinisdnnisaunisufuRnisanuansaumadulusgngnieuarsnwligeruduag
UaanNunua SaUmnNA

WULEU18UAEUUINIU TR

4.8.1 N15AMMUANL 1T AUSURAYaULasT unauUUA s (Operational Procedures and
Responsibilities)
4.8.1.1 wwuleuiy

WiolinsufuRnuiiAsdostugunsaluszmanaamsaumadul Usgagniesuas
funsUaendeisaunsliiimsmvuanihfianusuiaveusasduneuufifieu fuy
Jndudeaiinisdnvingdoufdfie1u (Documented Operating Procedures) fiA31u
W%’auisi’fﬁm%’uQﬁﬁaamiﬁﬂﬂ%@ia wasnsulanminfianusuinueu (Seeregation of
Duties) Widmauuazminyau ieanmnudemefionainfunindduasaumaves
d1inau

4.8.1.2 dwInUHUR

=]

HIANSEeuIMswelulagadvia desdnlvideileuufey (Documented Operating

Y

Procedures) Iasiinmsaiiiunisesnatsssanaluil

<)

4.8.1.2.1 dnviuavUsuusagiiansuumau weldiduwuimslunisudfinu Ml

f§ A a s

AdafIna1aInsadnvilugUkuuAsiniviseBianvsetngd

Aaa v =

4.8.1.2.2 Hneusuwnidmthideusmsmalulagfdvia iieliaunsauifaulaeens
anABg
Y

' [
[y

4.8.1.2.3 nageunsuUAnumueilendnvindu
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4.8.1.2.4 aslonsufUAnudeddasueydfangdanisdreusmamaluladfdvia
\uethlioy

4.8.1.25 feadinsivualidnisauaunsidideg densuf Uiy i etestu
maidseziUamegilonsuifnulaedilaiuasygyn

4.8.1.2.6 Aaiinmsimvimzidsugiion1sufiRau uagdesinmsnuniunzidsuuaile
oghatioslay 1 ads ileliiAnausiulauasiesensdumeiiowasdes
AdaUfURIY

4.8.1.2.7 filludwemindduasaumna fosmunliinsulmiiaiuiuiaveu
(Segregation of Duties) 8¢ 19tuzaL sana1uLd sslunisldnsnedu
ansaumarasdtiney Tunsiiliuangauislasanuiueylinn Tnefes
fvuslsitinsudaenvihisuiisveulunsaznszuiuns uagiinisasiaaey
nsviaud sfunasiu Mograu famunszuvasaumna deosld a3
Tumaifsszuuiiliuiniseis waedoslidavslunsindsonsduiiuas
wewnaleduluszuuiiliuinisate Wusu Tunsaiftbianmnsasudunsle deq
fnsiarsannismuaulududu 9 wu msihssfimsufvinu wagans
ADUNIUNANFIUNINTIEU (Audit Trail) Tneiantnaums entnauway
andedu SelifieuAededlnensstunsufoinudu 1 dudu

4.8.1.3 J5URAvOU

Y]

4.8.1.3.1 g3ansEheuIMsmalulagsdvia

4.8.1.3.2 fauasyuuiilasuleuning

4.8.2 nmsihseimemuanusiuasUasnsdy (Security Monitoring)

Tdnadseimsniuanuduaslasnn (Security Monitoring) §sUsznauliaiaiiag

doluil

4.8.2.1 Mstuiinumgnisalitieavesiunislaeu (Audit Logging)

4.8.2.1.1 wuulgung
dielsfimstufinmmnisaudefanssudng q MAsdesiunsldam s
wansaifuauiunasafeegamiauenmszazIa i
4.8.2.1.2 W IUUR
Hawaszuudaafluuimniaduiiningnisalang o lneia1sundaussiau
ANNFBINIIN19GIAT uagdaimuaiidnanisngvuie lnefiswazidon
AsouAquatatiaeuiplull
n) syiaEldeu
v) fuil e TwazBenuennnsal 19U N3 Log on Uay 13 Log off
Dudu
f) Sﬁ’aaﬂaﬁ'szqﬁqm‘%‘bﬁummazﬂmamq WU Fo1A3 09, IP Address,
Subnet Mask, Protocol #3e Port #4314 wag MAC Address (Hudu
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9)
Q)
)
X))
)
&)

)

f)
)
A)

AudsaLasaumiadlunsneedfszuy
adifauazduivadluniswereniirfedoyauasninensdu |
mMsdsunasnisimuaaluszuy (Configuration)
Aeanssufiinainnsladnsnisldeu (Activities of Privilege Usage)
N156184 File wagdszinnvainsidings

TaAIULI LA BUIINTTUUNITAIUAUNITLU DS (Alarm raised by
Access Control System)

N3 0ansldau (Activation) wagni1sseiunisldaiu (De-Activation)
voeszuuleny 1wy ssuudesiulasa uagszuunsaadunisynyn
(Intrusion Detection System)

= [ o = &Y [ 1 v [y
AITUNTINVVUNNLUANTIEULDUNAIDY NUDY 90 U

4.8.2.1.3 §3URAYOU

[ a o

ansEheussmaluladflva

LATTUULAIBUNY

e <)

e ITUU

eXp e22p e

[Ea0)

4.8.2.2 M35 sl (Monitoring System Use)

4.8.2.2.1 uwiulguny
Wislriinsisy Ssmsldaugunsailssinanaasauma waginisaauniu
nansiihszTsegsasinane avaduAanssumsldnuiflisvoygnuas
WNALUBE 19U

4.8.2.2.2 wuINUURA

n) MgnugakaTuy fsammuananinaeilunishseTainsldnugynsel

UszananaasaumnAvesd1ineu ?faﬂizﬂauiﬂﬁwmaﬂ’]igﬁﬁﬁmmi
BhseTs Frsanveanisdhsziuasanudvesnisdise’s wariinisaeu
nunansinsyiegsaiiane Tnefiansandasedusiig o egnatios
Fasteluil

®  AUABINITNNGINA

Formuniifinaynangmaneg

seauANdRsy (Criticality) Y ILaNWALATY

FEAUANNAU (sensitivity) szaumudAgy (Criticality) vasansaume

mqmsaﬂﬁLﬁ"snf‘TummﬁumiJaamﬁaﬁmmaaumm (Information
Security Event) LLazmmqﬂﬁm‘azLﬁmmmzfumﬂaamﬁa
uansawune (nformation Security Incident) 7iingulusiin

® YaulaMsiioure W dnsideuseamzmeludinimy wied
nsLdeusefuAIoTsas 1Sy
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o {ufinmgnsal (Log) vesszuudagnsziunsldan (De-Activation)
1) wensaifienihss s seneuludedesing 1 sesdesdwiolud
o maihsgiimadideilduoyyn Wy dasiulagnan nadd
File $1199)
o mihszffuRnuitnsliavifiemg wu msEuduvdenismgs

) 1

JEUUMILTeusiagUnInl

o nnif1szTenisnergnd iR TldTueyyn WU NIz
fiflanatavienisgnufias nsazfianisididsiiunisideuse
30718 NMIUILABUATIFIUNITYNTN

¢ N91IETINITUIUAOUNTOYORANAINAINTLUY LU NITUANABY
3110 Console N1sduiinmgNIsalnIsuniulusEuy N1suduiau
1NNFUIMTIANTILATBUY

o 5L 152 TIN5 UA ULUAY I BAIUNYIYIUT 98LUB sukUAY
NIMUANLAZAINITARAIUANITUAIUARAS B YBITEUY

Y

4.8.2.2.3 {3URATOU

[ Y

A1) HInNsEeUsSmTmaluladnava

)
)

e e3¢

q
PLaITUU

4.8.2.3 msUasiudayatuiinimanisel (Protection of Log Information)
4.8.2.3.1 uwiulguny
wieUesiudeyatuiininanisel (Log Information) e 9 Migavesiunisldanu
¢ a & Y o= ay vo
gunsaluszadanaasauma 3nn1sidsuslauily niewdslalaedla su
AU
4.8.2.3.2 WIULUR
Mnuganasruy Aewnlriinsdesiudeyaduiinivgnisel (Log Information)
] A Y % ¢ a
#19 q Ndetesiunsldnugunsailssinanaansaumnannsiuasuilasile
sodelalaedilasuayga Natinszurunisiunistesiudasiansanluiseg
agnpemalUll
) ANUABINITNNGSAA
) TornuaNiiNanIngue
4.8.2.3.3 H5URAYOU
n) gianstheuImanaluladaivia
U) HAKATEUY
AVR Y

{ a v Y]

4.8.2.4 FufinAanssunisaniunureadminfifiisadestuseuu (Administrator and Operator
Logs)
4.8.2.4.1 wwiuleug
LﬁdﬁﬁmiﬁuﬁﬂﬁammmwﬁLﬁumuﬁgwmmmﬁ@jLLaizUUM%aL%’mﬁﬂﬁ'
FUiTRNsTIAaTedY 9 Auszuy
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4.8.2.4.2 WU UR
gl guaszuudeaimualidnistuin whseds uavdesiudeyananssy
n1safiuuveauasruvegrunanzay lnglinaisuiniunaninaeilu e
4.8.2.1 ﬂ’]SUU‘LWTﬂLﬁﬁlﬂ’]iaj‘ﬁlLﬁlﬂ’lﬁlﬁ]ﬂﬁjUﬂﬂﬂ"lﬁﬁu (Audit Logging) 4.8.2.2
n13tf13gFan1sldanu (Monitoring System Use) 4.8.2.3 nsUasiudeyaduiin
LW}ﬂﬁﬂj (Protection of Log Information)

4.8.2.4.3 J5URAYOU

Y]

n)  HIANISHNgUSMNSIALUlagRIva

eXp @22

V) HALAITUY

4.8.2.5 Mstuiinmenisalteiianain (Fault Logging)

4.8.2.5.1 wwulgung
i oliidnsuiin Tiasesd wazdndunsudluwvanisaldefianainsig 4 1
Rendestunisldnugunsniszinanaasaume

4.8.2.5.2 WU IR
MINBURAURATTUU Aeamnualidinistudin 1zl wazdesiudeyatudin
WA saldeianaInsuAnINSEUUMSelasTURIINg I e 1 amgay (61984
8.2.1 mstuiinmansaifiisdostunsldauszuuansauma (Audit Logging)
8.2.2 nMsLiseTanslyauszuu (Monitoring System Use) wag 8.2.3 n1sUeeiu
Yayaduiinmnnisal (Protection of Log Information)) lagsasiiuuinialunis
famstefiawanafildsumenuegsiossielud
n) nsasunudufinivgnisaldedanain i eliiulaindednnanldsu

NN lveg ey

1) m3aeumuisnistunisudly weliiulainllldinsazifinnisauauiiie

4.8.2.5.3 {3UilnvOU

[y Y

A) HaInNSHNeUSITwmAlUlagRIa

eXp e3P

q
V) HAWATEUY

4.8.2.6 MIUTITIANISTRIIRINILNAiATed1tINI U (Technical Vulnerability Management)

4.8.2.6.1 tuuleuy
Weana11udseainnsldusslovdaintesluinianaialnsedogne ou
sevoslninardoslnimanaiafiinindamegaisisas uaztiisrruauiedln
luszuuluanisuasuanndndy

4.8.2.6.2 WuINIUUR
NUILIUR ALATEUY Foadalwinisdanisvedlwiniaunadad muizauuay
viuviasit Tnefansandudunisludesedaieedmelud
) Ehseiwagiaautnasiiertudednimanadinegisatiaue
9) winnugedninianaia Foarmwuanianisedby i eliaiuisadeady

AN AL LR g9 N7

43



YlYUIYNITINYIAIINLUAIUI AN YA UANSAUNA
Ry (Information Security Policy) kagwauUanneIvas

a) Aeudidunisuflvdeslnimamaia desmageuiieliiiulaiiuuinig
aananlidmaidemedonisaiuauresssuul)Unnuase
q) %’miﬁﬁsﬁgumauﬂﬁﬁ’amamuqmmimﬁammmasmmmzamﬁa@ﬁ’%ﬁuﬂmlﬂm
Faalninameiln
9 deliinmsussiuiedmmanaiaegsaiuane ieidunsaseaeunsufoa
s IUNamAasuaEiunsUaensY
4.8.2.6.3 N3URAYOU

Y

A1) fInNTsEeusSmsmaluladnava

e e

U) HALATEUY

NRAIUNTEUU

e e

f)

e>°

4.8.2.7 M5UIN5IANTUTUUTIsEUUU URNTS (Patch Management)
4.8.2.7.1 wwulgung
delmdunisusuus uflufimdnuasiassondunsdldutluvesssuuildnuais
TiAdunazifutiagduiige waeieUndodwilitiosiigaieanmiuidssiiazgn
TauAnndlaiuseasd
4.8.2.7.2 WYL UR

a

MIBNULARATEUY Ao9dAlATin13IANITUIUNS Patch Mvangaulagyiuviaei

Tnefinsandniunisludesedeatesdmelui

) dnsiusiusndeyagunsaiienuafifioglussuy 1wy switch, router,
firewall, server 1udu lngazdesdisvasiBoavesgunsaiiulu physical
LU serial number, q'umaaqﬂﬂsai "3 9 logical 19U software version,
windows version LHusiu

) 35129 19K N5V Patch Management sieUatasluilagliidnansenu
Aon1sltuaiedesiigauasidutegduian demsdseduninumd e
anuanms waznansyny Wuldetuslunsinsed

A)  Aouyluszuuldiuaty desdinsvinnisnaaaunisvin Patch Tussuunadau
Afanuedoszuuldnuaiedige

1) #esdin13vi1 Backup guUnsalsing 9 newdauvinluszuuldeuais wminseuy
THuasedianuUasunlatnasniial N5 Backup AI5HIEEZIATIM99TN
1991 Patch Tvitfaniign

9) nourluszuulduady Aol nITud NI nuUANITLAaEITEZLIA
lun1sasamunmslidnuszuuldnuasuazdudunisldaunduindad aua
szuu diedundngruludiunanszmuanmsyi Patch douuagndamnads

) Foelsruun1susnIsTantg Patch Mmunzay awnsaudufiou 518911

anurlaglu vewmnssuuleglauiuguasgnaios
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LYY

%) sesldsuanuiureuanfUsiudymvindnisvit Patch Tunsdaniiu uay
efpainsvisenunaligiadu s msuiui
4.8.2.7.3 {SURAYOU

A)  HIANISENeUSMsIAlulaghlvia

Y
Q) HALATIUU
LURT]

4.8.2.8 manaavesgunsallfmsaiu (Clock Synchronization)

4.8.2.8.1 uwiulguny
\iedsnanvesnUnsaiszananaansaumnel assiulaed1adsannundanan
i mvuanazid ovalunisnsisaeuningUnsalUssuianaansauina
YasdtinaugnyYnsn

4.8.2.8.2 UuINULUR
Hrgusvamalulagdadia foesiuiumnuaLa1iald 19 ey Loy
AudinalulagdiinnsefinduarAouiiamesuiend nsuavneansnasinibe vise
an1iunnsineuwiend [usu

4.8.2.8.3 {SURAYOU

Y

N HInNsEheuImsmalulagadva
A
Y

¥

V) HeuaTEUY

4.8.3 nstlesiuliiadmsuiniosneniiames (Corporate Antivirus for Computer)
4.8.3.1 wuulgung
dl' U = 1 6 & o %} d' 1 &l
Wiadaanumnuds e m e oW kIS ara1SaUNATDIA1TNIIUINNTUSRNSUA i USEaIns
lngdnlviinisnsiadusaznistesdulusunsuitliuseasdd sufanisgnduAudiolasu

ALLABYNE

4.8.3.2 WINeU U
drgusmsmalulagadvia dvinflunisuimsdanis atuay wazaunulunistesiu
s (% a

ANULA VYA DYBNA LIS LAZAITAUNAD UBDIN AINNLUTWATUT b USLAIA A LAEH B4

[

aiunisedatossialuil
4.8.3.2.1 finfawanduisniegUnsaldmniunsiaduiasindnlusunsud i Useasns

iletostumondufansaumavesdiiinnu uaziinsuiuusswendiuaiviegunsal
dnfunsrafuuarindnlsunsuitlivssasdiliuatvogane ilunismsadu
fosrsaunquidesedetoedieluil

n) sseaeulidfieglugunsalusvananaasaume

v) avvdeulnaneulaldnuy

A pyaeulildidaniuternudidnmsetindroudaldnu

1) #TI9d0U Web Page faufidnds

?) aseaevdetiuiindoyauuunnmieuldon
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4.83.2.2 muaululiiinisfinds Usudsudinisiads uazaenneurensfuaslugunsal
Uszananaasaumavesdinnulaeilasveygynanieuinsmelulagfava

4.8.3.2.3 dnvhdeuuzinelvildnuduiunsiiedosiulsunsuiilivszasds

4.8.3.2.4 Favinszurunndtelildauujsang dmsudldnudensramulusunsud
liUszasdd Fesamfenisseau weensudtymludesduainnisgnlaufain
Tusunsuitliuszasda

4.8.3.2.5 dpvNszuIuns wazunuemsallemegsia Wesuilefunsgnlaudlnelusunsy
flaivszasdd sedmudenanisuniseng q Asududmsunisdisosuas dau
BoWAkITUATATAUNA

1.83.2.6 nTaA0UNTYINIUYBIwENALITuSegUnaldmTunTIaTuLazMdalULN L
laiusyasdd wielviulatmaudaiounasnslidoyaiugnies

4.8.3.2.7 Favidennamiedyyin1sIiuin1sndinsueiuuTeme Avsoidnvewansiuel
iousuusdlvimenduiviegunsaldmivaniadunasidalusunsuilivsyasda
fanuiuaduegiaue

4.8.3.3 gSuRnveU

4.8.3.3.1 gannseheusmsmalulagsava
4.8.3.3.2 fauasyuuiilasuseuning

4.8.4 nsdrseadeya (Back up)
4.8.4.1 wuIulgue

W BSNWIAIINYNABIATUAIUVBIENTAUMA kazAunsauldvosasaumaLazgUnsal
Uszananaaisauing 3ea3stiidnisd1sesuaz)Audeya (Information Backup and

Recovery)

4.8.4.2 UWINUHUR
484.2.1

v

AALATEUU Aosnvualilinszuiunislunisdrsesdoya Nsnagau uazn1snAY

foyaiAull Iaenadostuanudesnismgsisvesdriinnunazaudofivue

filnananguangludesieeldil

n) A9sUNARLE aNUATNUNIUTEUUASAUMAT ALz ay fvuaUszLAY
vesdeyauasimuneuifiveauegoslay 1 A

v) UseLanuestay adi A95d1509 19U seUUUUANS Tudi nivg nnsalves
SrUUUURMT (Log) syuuguleya ﬂ'wmiaW?lgwaqqﬂﬂsaiﬂismamaaﬁauwm
s

A) mstmsensdsesieya (Anuduazyranailumsdsesieya) uarszevim
Tunmsdaiu

9 F8nsdsestoya wWu midisesteyaionun n1sdsestoyaduiiy woy

mMsensesdeyaiiang1g Wudu
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9 medafivdetuiindeyadseduanuifiszdumstesiufiunionw (Physical)
anmmundeuiivanga TneRinsanauseiuanuiuasaens sresansatia
Praildnsmunuieuhiuanuismessuuiiliuinsse

2) Fosdnunuuarszuudsosdmiuasauna ewTouemundealdalunsd
ANAU

%) Foedavununs auaund eunsal A L aunsasndun1saae75 1
mBEnnsednd Weliauseldnuasaumdldnanietisados Inados
USuugaumssunnuniaunsaignidusina1alviasnsausuldlaeg ammeay
wazanAR oI uNMIIFUAImLANIAY

%) FostmuamifuazauuiinteuresyAaIng et URAveUsTUUATAUMSA
EANVGARN

a) msisad e uiindeyadises lasfiasanmuszduautuasUaonde
VDI TAUNA

4.8.4.2.2 Wiw91ug R uaszu Ui asvinsdisesransuasuazaAInIsAnd an oud agd
mswasuudaadly weliiulainszuvanmsadnduauldlunsafiiatgmiu
sruundaniiinsdasuslaudly weidesdaiuliediedey 1 nesdurdeun

4.8.4.2.3 ] AkasruuA ot unianssuuwasnan1sd15899aya WU Backup Log Sheet
Hus iieliiulaindinsufoamunssuiumsdrsesteyaiiimualy

4.8.4.2.4 FosUfiRuagnumuuuimedarhszuudises sdsteslag 1 ass

4.8.4.2.5 Tunsdifinutlaymiienvadrsnnudeniesessuunsuiinnesuseszuuiasedie
udumgdeadinsandunisifuszuu Widguaszuuaniiunisuile warseanu
Jaymfsnanased danisiieuimamaluladfdsfe vieddldsunuoune
NFIANTEENTIULAERIY

0.8.4.2.6 n3dlarudeneiiiat uiussuureufamesnioszuuiaI ety nENUse
nsliusmsvsensldnuvesldsyuy rsuudeldnuniegguassuunsiusiui
w¥ouissnuanuAuiinsgAuseuy densdudunsdAussuuiaiady
GEGTRRY

4.8.4.3 gURnvaU
4.8.4.3.1 giansEheuImsinalulagadva
4.8.4.3.2 gguaszuy

4.8.4.3.3 Qilludvemingduansaune

4.8.5 M3¥an1snisiUasunias (Change Management)
4.8.5.1 wuauleuny
Lﬁ@ﬂ?U@uﬂ’]iLﬂ§SULLﬂaQ§$UU6{1§aUL%ﬂ wazuinsvesdtinauliilainnisiwasuuuas
UFuuse uAluszuuansaune LLazu’%mﬂﬁ%’umamuamaamssjznmﬁﬁmsw?{ﬂuwaa
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S2uE9anAULE 897 9191 ARALLE B8N N1SIUA BulYad Usulge v3auilussuuy
AsaumALazUsNIs wavkiioliiinisuensyuuliuinesieanaInssuUEInSUNALILAE
n1sNAdoU L sanaud oslun1siddms el susasuilososzuuiiliuinasase
Tnedlasuayae

4.8.5.2 WINUUR

4.8.52.1 TunisvervdsuwlasaunsalUssuianaansaumalussuui lusn1sase

4.85.2.2

4.85.2.3

48524

4.8.5.25

4.8.5.2.6

Jauaszuudesmuauliinisudinnudssasduazveoudinisiudsuntas
Tneflssandenogatiosdwieluil
n) ’j’mqﬂizmﬂ‘iuﬂmﬂﬁ'wl,t,ﬂm
v) wazdeansiasuuas
A) Juitdosnslden (Required Date)
%) Yssdiunansgnuio1aasiindu sausiawansenuauiunsaonfe
yasmsiUasuulaiu 9
3) NANTVAEADY
2) miaﬂgﬁamimﬁlamwm
%) Mmsdeansnsasuudasligiiiedesiunsu
%) Tuneulunisnesndy (Fallback Process) saustamii17 Ausuiingeu
youiiieadedunisifussuulunsdiinisiasuuvadlaifulumuus
HAkaTEUU Aesdnlrdnisnivuavaninaeinazisuindmiunisvenazeuds
51U suLUasnsdlgnidu (Emergency Change) 4 dlaiaunsasenisaiuay
mufuneuUnFls
Hauaszuy desdalidnszuiunislunistaiudeyatuiiniwanisel (Log)
Lﬁaqﬂﬂmiﬂixmamammumﬂﬁmimﬁwuﬂauﬁa%ﬂumimmaau
vdnmsasunlanaiadu Q’awﬁamimﬁ'auwm (Change Approver) Aasinlu
finsuszidunandinisudsunlas (Post-implementation Review) vt ol ula
J1n19008 suwdandulumuiag Ussasd wagiinavesnisussiduunly
Tumsufudanszuiumsidsuutadusuan
wdesimsusulsegiiolunslinu siieqiielumsousudldnu Wonsverasuulas
thu 9 Tuadediioduuiiu
dhevdvamaluladfdadesdaliinisuenszuuiliuiniseisesnainszuudmiu
AsmUILaEnIInaaey 1 oUosdudynii enafinansznududoya vie
nsUsEananaTesszuUilfan1Tas Tnedasdalifiniseuauednadoedwiolud
) WWdn1suenszuueenaniuLuun1en1n (Physical) LU N154ENLAT B9
ABNILMBTWN Y8 TEUUA T UM SWAILIYT BSEUUAUTUNITNAZRURENAN

a a s 1 N9 ¥ oa a < v & L6 aNay
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)

)

%)

%)

A AoeiN1sueNN1SYINULUUATINE (Logical) 19U wan Directories 130
Logical Partition eanainiu tHugdu

nswdsuulasdly Source Code Fosdilunsuussuunaasulnsusnain
sruufildauaiariniu

Source Code 7 w$auld 91U w3 e Source Code 7 bd §Ua1NTEULLAS D8
meuaniiliyudefiodeaiunisnsiaaeuainuulsnuil Sulnveu feae
ansnsoleudneludsdnuildnunsdnedilldsueygnawitu

NM51UE suLUas Source Code 7 19 91ua3 s aadl nsdmi veg 1 useuy
mm%’jumaumﬁhszm%ummé’waﬁagaLLazﬁmimuanaﬁ%’u
fovnduneuuftiuazmseoyilunnilusunsueeufiumesninssuudmiy
Wauviesyuudmiunaaeuludassuuiliuinisess

SEUVAIMTUNAADU #03518091191NT2 VLT IHU5n1595 ¢ Tnedodldd
AnuAEEARLINNTgn

Tunsihszuudmiumsmaaey fedlddndldanuiiuandisszuuais vie
Foufldonuns odydnualf wanaUseLnnvesseuued 19TALau Vi oan
AABIINNsRanaIatuns Sz
fosfinsmunudoyalussuunaaeulidulunutumudy uasmsduases

Joyadiuynna

4.8.5.2.7 mswdsuudasgunsaiviededildlunsinfiudeya desihnsaudeyasdramunzay

AIUTEA VT UAIIUEUVDITOYARAZAINAINANATOITOYAAIUYUAAANITALTU

a ¢ ¢ & o v P a a £ A a
NSRBI ULUALA bR WAL LANLAD INDIVODUEY AL VIR VANDLI WL UL YA

wily viseneubidunudndunisaeuwdasndlugenduasuiinnali

4.8.5.2.8 ¥0NALITUNNLNAN WA LVALA 99lASUNITNAADULALATIVADUDINANTENULAY

ANMULELITNBNAANTUADUN UL ETITU

4.8.5.3 uRAvaU
4.853.1 i
4.853.2

3

1Y

48533 K

a v

aansEeusmsaluladfvia
Auaszuulasuteunng
s

29UBNSAaTULUAY

4.8.6 NM159AN1INTIAUSATVOIMNBIUATI8UDN (Third Party Service Delivery Management)

4.8.6.1 WuIUlgUNY

W BUSUITIANITNITHAUS NSVBINUIINUAGUDN AL TEAUANUT UAIUADAN BLAL LA

nsusmsidulusutennasndnyinliseningdinauiuniignuneusn

4.8.6.2 WWINSUSUR

ANSUSMTIANITNNTIAUSNNSVRMUIENUNsUsnUsENaUluMesaInsma Ul

4.8.6.2.1 nMsliusnislagniisaunisusn (Service Delivery)

49



_ YlYUIYNITINYIAIINLUAIUI AN YA UANSAUNA
ST e (Information Security Policy) uaguuiuumniiieites

N HI191iessndugualiniigauaisuendjuinuuleuiguazuinsgiu
mMs¥nwmnusiuasaonfefuansaumnavesditinamy naenaumdmioszideu
dinanuiiAgitesnuiinsmuaussduiaroandeaveanisuinmsliiduly
mudennawFodyanslivinig rudsdermuaiiAgtestunslagFuiaas
(Subcontractor) MUYBULYANTSIAUINTS

1) i191eieslszdunisiiuinsvesmtisnunsusnegsasanevienou
Rop1gtonnamsedyyInsiiuinig

M) NUILIUABUBNABITAVILNUNITANTU ATlonsUJURNY wazienals
fifeados Tamtenisusuugslivuateeg aue (i enuau wieasuniy
nslvuinmsvesmhsnumeuenlfegiaduna wagidlaldindulunuveuiun
Afvualy

4.8.6.2.2 Matihsyisavasuniunishiusnisinenulisnuaiguan (Monitoring and Review
of Third Party Services)

U1 %

A) K99I NSURAYBUTUNISUSIISIANISANUEUNUS A UNUILIUNAEUDNWAY

Y
o

4 ! = a va Y k% A
WﬂUﬂi‘WIﬁ‘U'JEJQ’]uﬂ’]EJ‘LJ@ﬂlIﬂ?iﬁ@UVl’]Uﬂ'ﬁ‘Uﬁ‘U@ﬂ’lueLﬂﬂLUul‘UW]@J“U@@]ﬂax‘i i

gn1slAusAIg

MNe

o

Q) IR DLENTETILATADUNIUNIS LA US NISUBINUIYINUAIUDA LYY

e

n15usnsiutennasi ladniily sneaunisliusnisvesnyisaunieuen
iioagunisdidunumudeuls mstuiinmgnisalifisaduanuiuasasase
fuansaunefiinandennas 1udu
4.8.6.2.3 N5USMTTAN13N5UABuLUaun1slHUS AT (Managing Changes to Third Party
Services)

3197190 9971NINUNIUMT aUA LU annae nIeday1n1siuInasiundeau
Areuendl o n15UE BuwUai d1F s 05 UURS 0nTE LTI LA Bad e e
uliusnrsveamuassuatouen lngdsziduainuansznudi ving wd of
nswasuntadiasdineu wu nrsudluulevie wnsnisuazduneuufjua
fuanuupsUasasvasaune Wiy vielinsdsuudadaenisnuaisuen
i nslimaluladlus mswasugdn veddaanlml 1usy

4.8.6.3 {3URAYOU
4.8.6.3.1 gaansEheuImsinalulagadiva
4.8.6.3.2 fAuaszuuiilasuneung

4.8.6.3.3 BUILINUNIYUBN

4.8.7 MIINNITNINGINTIZUU (Capacity Management)
4.8.7.1 wwiulguny
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delitimsuimsdamsTammannsavesgunsaiUssinanaasaumalifisseronsldau
weriiUsyAvsawitilutlgtusazeuan

4.8.7.2 WU UR
4.8.7.2.1 fauaszuukazdigusmanaluladadna desdnliinisussuiunis nie

dr3rannudesnislinugunsnivszananamsaumaluouinn tioliseady
AuFaINsiugIAavesdtinnuLazsulsEIn AN Ay

4.8.7.2.2 dgusmamaluladfidva deoesiusiuadtudeanisdmsunisidaugunsal
Uszananaansaumne wiounadisanuannsolunislivinisluiag iy
dedmnTeulasiasreiugrudiuarsaumaludiuifuinveulfifisanese
Audesng nefinnsanluiFeseseosdeluil
1) Anuannsalunisussanana (Processing Power)
) AUADINITUUIIAIIUTT (Memory Requirement)
A) Usunansldausazainuguesmiieiiiudeya (Disk Usage and Size)
9 Uinadeyaluszuuindetnefianunsasessuls (Network Traffic Load)
) UIUkarUTEIANURIEANTNTITYenALIs (Software License)
Q) ASAIANNNSARSweIsTUY (System Configuration)

4.8.7.23 dguimsimaluladaddia desdaliidnisidisedanisldauvesgunsal
Uszananaansaumne (Utilization) uagsinisuiuuss iielsigunsaiuszanana
ansaumaannsavinulaegralusza@nsamn

aaa v 4

4.8.7.2.4 dguinisimalulagdfdvia Aeednvsenunisidaugunsalissuiana

D

ansauneag1atseday 1 ASY LINETRITUNITUSEUIUNISIUBUIAA LA BEY

BB

4.8.7.3 {3uilnvou
48.7.3.1
4.8.7.3.2

[y Y

AInn1sheuTmsnalulagndiia
HAuATEUY
4.9 NM15UINITINNIIATUNTTERETS (Communication Management)

TnaUseasn
Welinisuimsdnnisaunisdeansanuaisauwmeduliegisgndeswazsnuwligennuduns

UaanNunua SaUmnNA

wuleu1suazuuI U UR

4.9.1 nsldauannuedidnnsating (e-mail)

4.9.1.1 wwuleuy
MuuannsnIsNMsldnuIanunedidnnsednd (e-mail) Feldazdodlimud Ay

wayasznindsdgmiiiinduainnisidusnsanruiediannselinduuiaioie
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49.1.2

duwesidn Jldazdendlangunaaians q Afauaszuuinald ladadnivse
nsgiinisla 9 Nasredgym wielumsnngunauiianeld wazazdesljuaniy
AUzl AuaTEULted1ATIATA AzvibinsldnuIannediannselind
[ 1 [y = a a

Julleguaendouaziiuszansam

WINUUR
WIBNUGALaTEUY fasdalidnisauaunsiudilonnumiannedidnnseiind

Tmlunslaansey Ineiiunisestesnasa Uil

49.1.2.1

49.1.2.2

49.1.2.3

49.1.2.4

49.1.25

4.9.1.2.6

4.9.1.2.7

4.9.1.2.8

4.9.1.2.9

4.9.1.2.10

49.1.2.11

HAwassuy feanvundninisididsssuvanmnedidnnselindves
dinaulsfmuzandunislduinnsves]ldsruuuazmind Ay
Sufinrevvesdld sasdinsmumudniniadilinuedsaiiase wy
nsaneen \usiu

Hauaszuy deafvuadns Undsededldseluluazsianiiu dmsu
nsldaundausnitelflunisnmvasuinuaiwesdldssuuaavane
danvsedinduesdnineu

fauaszuy desdnliiinisidsiaiiefnwauduvestoyanusziy
PwsiunsUaenfbvesansaLe

Fauaszuy desdnlifinsdudunaziigavuna siuvestoniny
dnszuauniailelfiiuladndsuldsudoniny uasiinsfigataiiy
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dmiudlinelndagldfusiaiiuatausn (Default Password) iy
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szuvazdesnsUsdulmnudsusiarilneiuil vierldnudealioy
swarufindsannldFustariuafousn

n3fMuAsaIUAR (Good Password) AmsUfuRnuuleutsuinisg

IANITIHANIUYDIFNTNIU

e

Auwaszuy msIndansleusianulunsiideusianuianainlell
Au 5 Ass

f1d97u aarseanainszuunnatadonisldussuvannuie
Bidnnseindiaedu welasiuyaraduneudiuazdnldoy

191w liaasdaanislélusunsudis drsvanudiuyanasnludf
(Save Password) vadsguUInnaedLanynseingd

{auaszuy msfinsimunszeznainsiudsusiiaiiuegeies 90
U viTeauANMLTEY

J1991u msssiasedelumsldanmnedidnnsedndifioladlviAn

AMLEYMEFDRIANTNI 0ALLIAGNT A319AUTIAYFBE U 13D
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49.1.2.12

49.1.2.13
49.1.2.14

49.1.2.15

49.1.2.16
49.1.2.17
4.9.1.2.18

49.1.2.19

4.9.1.3 #3uRaveu
49.13.1

4
4.9.13.2 §

AANgvNnY vieasilindasssy wavlduarmuselovl nisoyg1nlv
FounmmnaUssloviludsgsivnnmsldanvanedidnnsednd
Aldau ldesldfeganmuedidnnsedndvesd uiiiosu fuds
oAy sniulAIzlasuNTBuLauINdveIlnd warlwieiidives
U8 818 nvsetlnddul Ul aveus onsld um e o Tuannune
dinnsetindvasmu

{199 A159INTATIARUNAITRUUAINIANUIEE A NN TeTind
newriinnsila ilevinisnsrsaeulndlasldlusunsudesdulafa
\Hunsteaflunslnlwédu Executable file 19U exe Husfu
Al mnlgSuanvmnedidnnseindainddeiilivilavieliduiae
viaduiurasde avdesudefquaszuulaesiui uarliviinnsdag
Joanumelunsedosnnunedidnvseiing

179y ldarsvinisdatoyad i uanudusiud osmsaanune
dudannseind windianudndugldruazdasitnisivuauasld
swaruifietesiunslesnssudeyanuresmsanvanedidnnseind
wazazaadlildniaszydenudule q asluanmnedidnnseind waz
dosudesianulumadngteyalaetomis msdeansdu o nIonw
Fosmeannnedidnnsedindatiuusnanatiuiiiideya

fn1suimsdanisnisidnfisves ldaueg1unangay WieAIuANNT

o—

infeszuuiameiilasueyan

Fauaszuu savideulanisldanudennuannusdidnnsednduay
doanstifldausunsw

finmstuiinimnsalfiieadeanisldau (Audit Log) waziinsnsiaaey
nslussueensasiae
fimsufURATnanuderivuamang e

[y Y

ANSENeUSMsIAlUlagRIva

R
ALaISUU

49.1.33 Aldnuannedidnnseiind

4.9.2 nslgudumeasits (Internet)

4.9.2.1 wuulgung

eligldusunsiunginae wmsfuitunisldaudunesitnedsasnsie

wazilunstesiulilviasdiansysvlyafinmenisnsgiRafgaiuaeniomes
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4.9.2.2 wuINUHUR
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4.9.3.3 {3uilaveu
4.9.3.3.1 gansguImanaluladndiia
4.9.3.3.2 {auaszuy

4.9.3.3.3 gldnudedirueoulal

4.9.4 msfudsteyaasaume (Information Transfer)
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dhedosuioluil
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Security in Third Party Relationship)
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Incident Management)
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4.12.4
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4.13.5

4.13.6

4.13.7

4.13.8

4.13.9
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4.13.9.2 AMEYNUTEITUMANTTAIRNEUYRITEULANTAUNA

4.14 msufjuAnudeniviua (Compliance)
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4.14.1

4.14.2

msuuleuelugnisufjif (Policy Implementation)

4.14.1.1 NWEJﬂQ‘ViMEJ ABITEULUINMTBUINTNTNNNY MY TeiloulUa uazdnyay
113N mm/laammmmﬂwﬂmimimauaﬂ (Third Party) #Sayaaaniguen
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4.14.1.2 JSulssumaisesnasnisiiuadeegiae

n15UuRnuTanruan1advanslunisldnunsndduniadeygya (Compliance with
Intellectual Property Rights (IPR))
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4.14.2.1 nisihwedwisvesyraaiiauunldludniney desdureduisnday
(Licensing Agreement) QNABIANNNG MUY

4.14.2.2 gldnuganduisuussuvasaumnavesdtiney desdndouasufiRnungvuney
wazdomununves nangenduiTognsensn Andisemindduniadyan
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4.14.3 msUesiudeyadiAgyuesdiinaiu (Protection of Organizational Records)

4.14.3.1

4.14.3.2

<
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nsUasukUas Mg waznsweunsiaglilasuayge
nsufURnunesaenadasiungvineg uleue seileu Yedeiu vesdinau

4.14.4 myUssiudeyadiuupnaiarnsiinsia

4.14.5

4.144.1

4.14.4.2

4.144.3
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Information Processing Facilities)

4.14.5.1

4.145.2

4.14.5.3

4.14.5.4

4.14.5.5
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4.14.6 NsnuMUAMNTIUAIUaanNBa1sauUwme (Information Security Reviews)

4.14.6.1 §AnN15ieaeiny qua waraluaNnsUfURuveseglanisteRudayn
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4.14.9 gSuiinveu
4.14.9.1 dhengvung
4.14.9.2 HAUATEUY
4.14.9.3 131ve%0Ya
4.14.9.4 gann1sehe
4.14.9.5 Jlgau

4.15 n15kUIN15Aa120 (Cloud Computing)

TngUszasa

d ! Y a Y a ¥ = ¥ |4
welnmiAnnisaruaunisiduinmsaannangliusnisaumalulagansaumna lunuaulaseasie
fugiusunaluladaisawnea nioszuvnulunmsdaivdoya niedndunislag ieadudeya wie
JEUUATAUMA F9ATRUARNNISTITUINITUSEAN Cloud Infrastructure as a Service (1aasS) Platform as

a Service (PaaS) way Software as a Service (SaaS)

WUlEU18kAEIUINIU IR
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4.15.1.5
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4.15.3
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4.15.2.1
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4.15.2.5
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4.15.3.1

4.153.2

4.15.3.3

A iusnsRealinssnwanuUasndedeyaasaune W isiadeya (Data
Encryption) n15AUALN YLaT 19198 auazid1sateyavunatad (Key
Management) tJugu
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e mslaudludnuwasz DDoS (Distributed Denial of Service)

o nslesiudeanaulugUuuulva (Advanced Persistent Threat)

e nsdesiunisungnannlusunsuliuseasid (Malware)
ALVUINsRenITRUMeNLATEUNY (Segregation in Networks)

4.15.3.4 glvusnsnesainanuiuasiaendelifiuseuuauaisauna (Hardening) 19y

nsUatedns wasdestuilymiliatuainmsvadeu wWisldiulanssuue
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o uAlumsierilidu Default vosszuvsuasawmA W User Password
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® finsis Patch vidp Hotfix 1.8 Version d1am

o Yansldau user account lududunazdnnisansliunzay
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4.15.4

4.15.5
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